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 DEFINATION OF software quality: The degree to which a component, system or process 

meets specified requirements and/or user/customer needs and expectations. software quality: 

The totality of functionality and features of a software product that bear on its ability to 

satisfy stated or implied needs. 

SOFTWARE QUALITY ATTRIBUTES APPROACH 

This approach to software quality is best exemplified by fixed quality models, such as 

ISO/IEC 25010:2011. This standard describes a hierarchy of eight quality characteristics, 

each composed of sub-characteristics: 

1. Functional suitability 

2. Reliability 

3. Operability 

4. Performance efficiency 

5. Security 

6. Compatibility 

7. Maintainability 

8. Transferability 

ISO/IEC 25010:2011 Software Quality Model 

 

Additionally, the standard defines a quality-in-use model composed of five characteristics: 

1. Effectiveness 

2. Efficiency 

3. Satisfaction 

4. Safety 

https://asq.org/quality-progress/2015/09/software-quality/a-hard-look-at-software-quality.html


5. Usability 

A fixed software quality model is often helpful for considering an overall understanding of 

software quality. In practice, the relative importance of particular software characteristics 

typically depends on software domain, product type, and intended usage. Thus, software 

characteristics should be defined for, and used to guide the development of, each product. 

Quality function deployment provides a process for developing products based on 

characteristics derived from user needs. 

SOFTWARE QUALITY RESOURCES 

IT Department Improves Processes to Detect More Defects Sooner (PDF) Tufts Health 

Plan IT process improvements resulted in a 16% decline in defects identified in testing, a 

68% increase in peer reviews conducted as a quality check before production, and a 59% 

increase in the number of issues identified in those peer reviews.   

Significance of Quality Certification: The Case of the Software Industry in India (PDF) 

Results of an empirical study conducted in the software industry in India show that quality 

certification helps in the implementation of TQM-based quality management programs and 

has an impact on operational performance. 

Integrating PSP, TSP, and Six Sigma (PDF) This example of the defect management 

approach integrates the Personal Software Process (PSP) and the Team Software Process 

(TSP) for software development with Six Sigma; PSP and TSP provide a built-in 

measurement framework, a high-maturity base process and a training program, and Six 

Sigma contributes the statistical tools to analyze and control process performance, prioritize 

improvements, and make valid fact-based management decisions. 

End Users‟ Perceptions of Software Quality (PDF) In this example of the quality attributes 

approach, an instrument adopted from SERVQUAL, a highly respected standard for 

assessing different dimensions of service quality, was developed for assessing the service 

quality of a computerized driver-licensing test. 

Selecting Tools for Software Quality Management (PDF) Some international evaluation 

models for software quality focus on product quality, while others focus on process quality. 

What is Quality Control? 

Quality control is a set of methods used by organizations to achieve quality parameters or 

quality goals and continually improve the organization's ability to ensure that a software 

product will meet quality goals. 

Quality Control Process: 

https://asq.org/quality-resources/qfd-quality-function-deployment
https://asq.org/2006/08/software-quality/detect-defects-sooner.pdf
https://asq.org/pub/qmj/past/vol11_issue1/issac.pdf
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https://asq.org/pub/sqp/past/vol4_issue4/sqpv4i4mendoza.pdf


 

The three class parameters that control software quality are: 

 Products 

 Processes 

 Resources 

The total quality control process consists of: 

 Plan - It is the stage where the Quality control processes are planned 

 Do - Use a defined parameter to develop the quality 

 Check - Stage to verify if the quality of the parameters are met 

 Act - Take corrective action if needed and repeat the work 

Quality Control characteristics: 

 Process adopted to deliver a quality product to the clients at best cost. 

 Goal is to learn from other organizations so that quality would be better each time. 

 To avoid making errors by proper planning and execution with correct review 

process. 

Software Quality Assurance (SQA) is simply a way to assure quality in the software. It is 

the set of activities which ensure processes, procedures as well as standards suitable for the 

project and implemented correctly. 

Software Quality Assurance is a process which works parallel to development of a software. 

It focuses on improving the process of development of software so that problems can be 

prevented before they become a major issue. Software Quality Assurance is a kind of an 

Umbrella activity that is applied throughout the software process. 

Software Quality Assurance have: 
1. A quality management approach 

2. Formal technical reviews 

3. Multi testing strategy 

4. Effective software engineering technology 

5. Measurement and reporting mechanism 

Major Software Quality Assurance Activities: 

1. SQA Management Plan: 
Make a plan how you will carry out the sqathrough out the project. Think which set of 

software engineering activities are the best for project.check level of sqa team skills. 



2. Set The Check Points: 
SQA team should set checkpoints. Evaluate the performance of the project on the basis 

of collected data on different check points. 

3. Multi testing Strategy: 
Do not depend on single testing approach. When you have lot of testing approaches 

available use them. 

4. MeasureChangeImpact: 
The changes for making the correction of an error sometimes re introduces more errors 

keep the measure of impact of change on project. Reset the new change to change check 

the compatibility of this fix with whole project. 

5. Manage Good Relations: 
In the working environment managing the good relation with other teams involved in 

the project development is mandatory. Bad relation of sqa team with programmers team 

will impact directly and badly on project. Don‘t play politics. 

Benefits of Software Quality Assurance (SQA): 
1. SQA produce high quality software. 

2. High quality application saves time and cost. 

3. SQA is beneficial for better reliability. 

4. SQA is beneficial in the condition of no maintenance for long time. 

5. High quality commercial software increase market share of company. 

6. Improving the process of creating software. 

7. Improves the quality of the software. 

Disadvantage of SQA: 
There are a number of disadvantages of quality assurance. Some of them include adding more 

resources, employing more workers to help maintain quality and so much more. 

 

What is Software Quality Assurance? 

Software Quality Assurance (SQA) consists of the means to ensure the quality of the released 

software by monitoring the software engineering methods and processes. SQA spans across 

the entire software development lifecycle that includes requirements management, software 

design, coding, testing, and release management. 

Quality attributes of a software 

A Software can be judged for quality on the basis of the following six characteristics: 

Functionality 

The functionality of the software is the set of functions that the software provides.  The 

software must provide appropriate functions as per requirements and these functions must be 

implemented correctly. 

The software should have interoperability which means how effectively the software interacts 

with other components of the system. It must be compliant with the laws and guidelines. The 

software should handle data related transactions securely. 

Reliability 

The reliability of the software is its capability to perform under specific conditions for a 

defined duration. It also implicates the ability of the software to withstand failures of its 

components. 

The software is reliable on the basis of its Maturity that is the frequency of the failures 

and Recoverability which is the ability of the software to get fully operational after a failure. 



Usability 

The usability of the software is its ease of use.  It also refers to how easily a user can 

understand the functions of the software and how much efforts are required by the users to 

understand the functions. 

Efficiency 

The efficiency of the software is dependent on its architecture and coding practices followed 

during development. 

Maintainability 

The maintainability of the software depends upon the code complexity and readability. It also 

refers to the ability to identify and fix a fault in the software. 

The software is analyzed on the basis of ease of identifying the main cause of failure and the 

ease of modification of code to remove a fault. It should be stable in its performance when 

the changes are made. 

Maintainability also depends on its testability which means how much efforts are required for 

testing the system. 

Portability 

The portability of the software is its ability to adapt to the changes in its environment. It 

defines how easily a system adapts to any changes made in the specifications.  It also 

includes how easy it is to install the software and how easy is it to replace a component of the 

system in a given environment. 

To ensure a software scores well on these quality attributes, we need the following software 

quality assurance components. 

Software Quality Assurance Components 

The software quality assurance has the following six classes of components: 

Pre-project Components 

The pre-project components ensure that the resources required for the project, the schedule, 

and the budget is clearly been defined. The plan for development and ensuring quality has 

been clearly determined. The components are as follows: 

 Development plan 

 Quality plan 

 Schedules 

 Required resources (Hardware & Human resources)  

 Risk evaluations 

 Project methodology 

Project lifecycle components  

A project lifecycle is usually comprised of two stages. The first one is the development stage 

and then comes the operation-maintenance stage. In the development stage, SQA components 

help to identify the design and programming errors. 

The SQA components for the operation-maintenance stage include the development lifecycle 

components along with specialized maintenance components aimed to improve the 

maintenance tasks. 

The project lifecycle components include: 

 Reviews 

 Expert opinions 

https://reqtest.com/blog/project-transition-plan-implementation-maintenance/


 Software testing 

 Software maintenance 

 Sub-contractors quality assurance 

Infrastructure error prevention and improvement components  

The main goal of these components is the prevention of software faults and minimizes the 

rate of errors. These components include: 

 Procedure & work instructions  

 Templates & checklists 

 Staff training, retaining & certification 

 Preventive & corrective actions  

 Configuration management  

 Documentation control 

Software quality management components  

This class of components consists of controlling the development and maintenance activities. 

These components establish the managerial control of software development projects. The 

management control aims to prevent the project from going over budget and behind schedule. 

The management control components include: 

 Project progress control 

 Software quality metrics  

 Software quality costs 

Standardization, certification, and SQA assessment components  

The components aim to implement international managerial and professional standards within 

the organization.  These components help to improve the coordination among 

the organizational quality systems and establish standards for the project process.  The 

components include: 

 Quality management standards 

 Project process standards 

Organizing for SQA – the human components 

The main aim of this class of components is to initiate and support the implementation of 

SQA components, identify any deviations from the predefined SQA procedures & methods 

and recommend improvements. The SQA organizational team includes test managers, testers, 

SQA unit, SQA committee, and SQA forum members. 

Software quality assurance tools 

There are various QA tools that help in software quality assurance. There are different QA 

tools required for the different purposes. For comprehensive software quality assurance, you 

will require the following category of QA tools also known as QA software. 

 Infrastructure 

 Release Management 

 Source Control 

 Code Reviews 

 Automated Code Analysis  

 Peer Code Reviews 

 Testing (QA software) 

 Test Management 

 Bug & Issue Tracking 

https://en.wikipedia.org/wiki/Quality_management_system
https://reqtest.com/features/test-management/
https://reqtest.com/features/bug-tracking/


 Browser, Device, and OS Testing 

 Usability Testing 

 Load Testing 

 Automated Testing & Continuous Integration 

 Monitoring & Analytics 

 Availability Monitoring 

 Business Analytics 

 Exception Handling 

 Log Monitoring 

 Performance Monitoring 

 Security Testing & Monitoring 

 Customer Support  

ReQtest- Quality Assurance Tool for comprehensive Software Quality 

Assurance (QA) 

ReQtest is a  QA software which acts as a comprehensive quality assurance software 

recommended by Test Managers and has over 11,000 users across the globe. It helps testing 

teams in overcoming any testing challenges, managing testing priorities and accomplishing 

the testing objectives. 

ReQtest is a cloud-based tool with a suite of modules for requirements management, test 

management and bug tracking. This QA software provides an end-to-end solution for 

software quality assurance during software development, operation and maintenance phase. 

Sqa activities: 

Software Quality Assurance (SQA) is the process of making sure that the software is 

free from defects or mistakes and performs all the functionalities without complaints 

just before the delivery.The SQA process talks about the evaluation of the software on 

the basis of certain activities. 

The Software Quality Assurance is measured based on the internal and external quality 

features of the software. The external quality is measured based on the real-time 

activities in operational mode and how the software is useful for the end users. 

The internal quality is measured based on the style and quality of the code 

written. Mostly the client will bother about the external quality only. But, in effect for a 

perfect performance of the software, the internal quality is an important aspect to be 

considered and maintained. 

How to Determine the Software Quality Assurance? 

The 2 approaches to determine the Software Quality Assurance are: 

The Defect Management Approach 

The defects are categorized on the basis of the severity. The counts of the defects are 

taken and the actions are decided by analyzing the occurrence of defects. The defects 

come from very minute issues and extend to the coding defects, the non-completion of 

the requirements and of course if the application does not look good for the 

customers. Defect management process is based on some principles: 

 Preventing defect is the primary goal of defect management approach. But 

preventing defects completely is not possible and so the purpose is to find out 

the defects as early as possible and to minimize the impact of the defects. 

https://reqtest.com/features/requirement-management/


 To prevent the defects some process should be altered. 

 The defect measurement processes should be integrated into the software 

development process, and thereby the process can be improved. 

 Defect information always helps to improve the processes and hence the defect 

information is very useful for perfect completion of the software developed. 

The diagram below explains the various stages of the defect management approach. 

 

     

The Software Quality Assurance Attribute Approach  

There is a  list of attributes which describes the step by step approach to obtain 

Software Quality Assurance. The attributes are given as in the diagram below: 

     

https://secureservercdn.net/184.168.47.225/cb5.857.myftpupload.com/wp-content/uploads/2016/09/Defect-Management-Diagram.png


 

Functionality: The attributes considers the set of all the functions used in the software. 

 Suitability: Ensures the functions of the software are appropriate. 

 Accuracy: Ensures the accurate usage of the functions. 

 Interoperability: Ensure the effective interaction of the software with other 

components. 

 Security: Ensure the software is capable of handling any security issues 

Reliability: The purpose of the attribute is  to check the capability of the system to 

perform without delay during any conditions 

 Maturity: Less possibility of failure of the software in any activities. 

 Recoverability: The rate of recovery ability once a failure occurs. 

Usability: The purpose is to ensure the use of a function 

 Understandability: How much effort a user needs to understand the functions. 

Efficiency: The attribute depends on the architecture used and the coding practices. 

Maintainability: The way to analyze and fix a fault/issue in the software 

 Analyzability: Finding out the cause of failure. 

 Changeability: How the system response to necessary changes. 

 Stability: How stable the system is when the changes made. 

 Testability: Testing efforts 

Adaptability: Ability of the system to adopt the changes in its environment. 

https://secureservercdn.net/184.168.47.225/cb5.857.myftpupload.com/wp-content/uploads/2016/09/Quality-Attribute-Approach.png


SQA Activities to Assure the Software Quality 

The Software Quality Assurance of the software is analyzed and ensured by performing 

a series of activities. The activities are performed as step by step process and the result 

analysis is reported for the final evaluation process. The activities are performed as step 

by step process and the result analysis is reported for the final evaluation process. 

A Quality Management Plan 

A Quality Management Plan is designed and developed for the Software Quality 

Assurance Process. The plan includes the proper technical methods to manage the 

Software Quality Assurance activities. The plan requires a  tracking as a live plan 

based on the  SDLC. 

Applying Software Engineering Techniques 

The software engineering techniques are selected to achieve software quality. The 

techniques to be used for Software Quality Assurance are determined by analyzing the 

requirements collected. The requirement evaluation can be done by using some 

techniques eg: Facilitated  Application Specification Technique[FAST]. 

Also, a project estimate is prepared with the help of techniques such as Work Break 

Down[WBS] and Source Line of Code[SLOC] Estimation. 

Technical Reviews 

The Formal Technical Reviews[FTR] are conducted to assess the quality and design of 

the quality management plan. FTR is performed in the presence of the technical people 

and so will be helpful to find the defects in the early stages. FTR helps to avoid the 

need for reworking as the reviews in each phase are done with discussing the technical 

experts. 

Applying the Testing Strategy 

The testing strategy is designed and applied. The various levels of testing are designed 

and scheduled. The testing strategies are designed based on the policies of the 

company, the stages for each test phase execution are designed and scheduled for the 

concerned persons. Alpha testing and Beta testing with selected clients are also 

conducted to test the product before delivered. 

Ensuring Process Adherence  

The process adherence is the combination of 2 tasks product evaluation and process 

monitoring.Product evaluation is the process of ensuring all the requirements identified 

in the product development result to the completion of the functionalities. 

Also, the evaluation process is conducted to monitor the standards and procedures. 

Process Monitoring is the process of comparing actual steps for the procedures with the 

expected steps designed in the documented procedures. 

The process ensures the procedures and control processes described in the procedure 

documentation are carried out in the correct way and completed without any critical 

issues. These process evaluations are checked in the Audit Process. 



The Change Control Process 

The Change Control is the process which formalizes the request for changes, evaluates 

the quality/nature of changes, controls the impact of changes. The  Change Control 

Mechanism is designed and implemented during the design and development stages. 

Software Quality Assurance Audits 

Software Quality Assurance Audits inspects the Software Development Process by 

comparing to the established processes. Software Quality Assurance Auditor is the 

responsible person who reviews and checks the activities are executed to the highest 

possible standards. The quality of the project handling can be analyzed only through 

the results of the review submitted by the Software Quality Assurance Auditor. 

Generate Reports 

Appropriate records for all the activities should be generated for future 

references. These activities evaluate the quality of a  project and also tests the way of 

handling project management processes. This will result in a review of the performance 

of the Test Engineer who is in charge of the Test Management  Processes. 

Software Quality Assurance Activities 

The Benefits of Software Quality Assurance are: 

 Monitoring and Improving the Project Management Process. 

 Ensuring the Standards are followed for handling procedures. 

 Preventing the severe Software Quality Assurance Issues. 

  

 

The Software Quality AssurancevActivities are designed and performed based on the 

test phases scheduled. The Software Quality Assurance diagram below explains each 

and every step of the Activities designed. In each SQA phase, the Software Quality 

Assurance team provides consultation and review of the project plan, work products, 

and procedures with regards to the organizational policies. 

https://secureservercdn.net/184.168.47.225/cb5.857.myftpupload.com/wp-content/uploads/2016/09/Test-Phases-for-a-Test-Management-Process.png


After the completion of the Software Assurance Implementation, an output for the test 

management review and audit is generated, and this report will be the evidence for the 

test engineer‘s management quality and performance. 

SOFTWARE QUALITY ASSURANCE ACTIVITIES 

 

 

 

Once these activities are completed, the next step is to check for: 

 Any defects/weaknesses in any activity/process 

 Improve the system performance by correcting those weaknesses on a priority 

basis. 

https://secureservercdn.net/184.168.47.225/cb5.857.myftpupload.com/wp-content/uploads/2016/09/Software-Quality-Assurance-Activities.png


The software Quality Assurance [SQA] is accomplished by following some standards 

such as ISO 9000, CMMI or Six Sigma. 

The Project Delivery Life Cycle 

The project delivery life cycle incorporates QA activities and the deliverables.The Life 

Cycle has divided into 5 different phases and the activities and deliverables are 

associated with each phase. 

PHASE 1: ASSESSMENT 

This is the phase at which an assessment of the requirements are done and developed 

for realizing certain business objectives and project design. QA Deliverable: Software 

Quality Assurance Analyst submits a revised document on the requirement analysis 

and Quality Assurance Plan. 

PHASE 2: PLANNING 

This is the phase at which the strategic plan for the project around the information 

architecture is developed. The functions for various processes are also designed and 

double checked. 

QA Activities: 

 Deciding the standards and procedures. 

 Develop Test Matrix: Design the test matrices.Decide the scope for testing and 

connect the test objectives to the requirement specifications. 

 Auditing: The standards and procedures are audited and quality standards are ensured. 

  QA Deliverables 

 Test Matrix 

 Revised Documents on the testing plan. 

PHASE 3: DESIGN 

This is the phase in which all the necessary system components are identified based on phase 

1 and 2. Then detailed design specifications are created for each component. 

QA Activities: 

 Auditing Procedures and Standards 

 Design QA PLAN, QA Test  Plan 

QA Deliverables 

 QA Plan for testing. 

 A revision of the test matrix. 



PHASE 4: DEVELOPMENT 

This is the phase at which the developers constructs the project based on the design phase. 

QA Activities: 

 Planning Test cases: The test cases for the STLC are designed. 

 Prepare the Quality Assurance Test cases. 

 Prepare the test environment. 

QA Deliverables 

 Submits a set of Test cases. 

 Set up the QA Environment 

PHASE 5: IMPLEMENTATION 

This is the phase in which the team concentrates on the testing and review of all aspects of 

the system. The team develop proper documentation for system training, market test plans 

etc…for making the system ready to launch 

QA Activities 

 Executes all test cases in the QA Test Plan 

QA Deliverables 

 Test Results and Reports. 

 Bug Report. 

Zero defect 

Definition:  Zero Defects is a management tool aimed at the reduction 

of defects through prevention. It is directed at motivating people to prevent mistakes 

by developing a constant, conscious desire to do their job right the first time."  

Is it is possible to achieve zero defect software? 

Whereas the engineer is likely to reply: ―Its not possible to achieve zero defects, even though 

we can strive to reduce the defect count. We have even created tools to track down the bug 

count ….‖ 

And the customer is likely to point to the price tag and demand zero defects: ―You are so 

expensive. If your product is not defect free, then why should I invest such a huge amount for 

your service?‖ 

All three parties make valid points. An engineer building a complex software system cannot 

imagine and test every possible scenario for that software system. Logically, it is asking the 

impossible. And we, as customers, know how frustrating it is to pay for something that 



doesn‘t work the way we want it to. As paying customers, we expect perfection, even if 

common sense dictates that software is never going to be bug-free. Likewise, the manager 

who regularly comes into contact with irate customers, is going to put pressure on the 

engineer to achieve the impossible ideal. 

But, how do you get a bug free system? Samuel proposes a mathematical formula. The 

software system has ‗n‘ number of states. This ‗n‘ number of states, should be tested against 

‗n‘ number of test cases, to ensure that the software system has zero defects. 

The problem is that even a simple program with a primitive variable, has far too many 

different states to test. In practice, it is virtually impossible to test ‗n‘ number of states against 

‗n‘ number of test cases. ―You (would) need unacceptable duration of time and patience to do 

a complete exhaustive testing. By the time you finish your testing, years would‘ve passed.‖ 

So, the engineer compromises and tests a handful of generic conditions, even though there is 

always the chance that a bug is hidden between these generic conditions. 

Samuel concludes that the pressures of keeping a product‘s time-to-market cycle low means 

that software will continue to ship with hidden bugs. He has a point. Time-to-market is a big 

buzz word – stick ‗reduce‘ in front of it on a Google search, and you‘ll be tripping over 

products and companies all promising to reduce the time it takes to build and ship software. 

Logically, if you‘re shipping software as quickly as possible, then bugs are always going to 

slip through. 

But, if zero defects are the impossible ideal, then how can you at least reduce the number of 

defects? In Samuel‘s opinion, it is all down to resources. Recruit team members who are 

passionate about their work, and service them with the best software infrastructure, and the 

best working infrastructure to help them relax, such as flexible working hours, a quiet 

working environment, and the option of working from home. Creating a culture of trust and 

knowledge sharing will also be beneficial; a big part of this is not blaming an engineer for a 

bug and the absence of creativity-stifling micro management. 

Zero defects isn‘t a realistic goal, but Samuel‘s proposition of supporting the engineer in their 

efforts to deliver software with as few bugs as possible, is a valid one. Shifting the focus 

away from unrealistic bug-free software, and channelling that energy into making almost-

bug-free software, can only benefit the three parties involved: the customer, the manager and, 

ultimately, the software engineer themselves. 

Vector sees lots of dissatisfied customers who are left with a broken product 

waiting for a fix to become available. As embedded systems commentator Jack 

Ganssle noted: ―80% of embedded systems are delivered late and new code 

generally has 50 to 100 bugs per thousand lines.‖ 

For the purpose of this article we are going to consider two issues that businesses 

need to consider – ‗lead time‘ and ‗cycle time‘, and how businesses can deliver 

both within a software factory environment. 

„Lead-time‟ is what the customer sees and is the complete elapsed time from the 

time a new product or feature is outlined then approved and scheduled, designed, 

coded, tested and finally released. This is usually defined by the business leaders 

and in response to market data about customer needs or competitor activity. It‘s 

sometimes referred to as the systems development life cycle (SDLC). 



„Cycle-time‟ is a more singular measure and a subset of the whole manufacturing 

process and focuses on the time taken to actually create that feature by way of 

design, code, test and release phases. During the development process there may 

be a number of different cycles depending how feature rich the application. 

In considering this software manufacturing approach ‗cycle-time‘ is the critical 

part of the process which supports an organisation‘s ability to deliver a product to 

its customers. The efficiency or agility of this area of the development process 

defines how quickly products are developed, assembled and released. Therefore, 

this part of the process is under the greatest pressure to deliver because without 

proper testing, quality issues will not be detected, which means rework and 

retesting and ultimately the slowing down of the speed of delivery as tasks stack 

up. 

Understanding 

the difference between lead-time and cycle-time 

The software testing aspect of the process has always been the task that is 

compromised when it comes to delivering a project on time. Businesses neglect 

the potential commercial and reputational risk for not completing testing so 

software can achieve the business‘s quality standards. 

In many instances, Vector see companies trying to achieve a six week release 

cycle, but it realistically takes three months to carry out every test for their 

application. 

However, there are many lessons we can learn from the manufacturing business 

in respect to improving quality which can be applied to create a ‗factory‘ type 

environment to ensure businesses can achieve their desired business velocity and 

quality. 

The idea of software being produced in a factory environment has been applied 

more recently to outsourced organisations that produce software for specific 

defined user requirements, using a code assembly process at the best contracted 

price. Because of the growing strategic importance of software, it is no longer 

considered viable to outsource as discussed in the whitepaper – Competitive 

https://www.eedesignit.com/wp-content/uploads/2018/04/Vector02.jpg


advantage: Reshoring all or part of any offshored testing function will improve 

software quality. 

Kanban applied to the software development process 

However, the definition of a software factory states it is ‗the application of 

manufacturing techniques and principles to software development to mimic the 

benefits of traditional manufacturing‘. The first mentions of a software factory 

were in the late 1960s and 1970s, originating in Japan with Hitachi, NEC and 

Fujitsu and then spreading to US companies such as System Development 

Corporation (SDC) which became part of Unisys in 1991. 

We are now going to examine how to build agility and rigour into the software 

development process, that is, the manufacturing process for producing software. 

To develop zero-defect software, businesses need look no further, and apply the 

lessons of the quality revolution, which started in industrial manufacturing in the 

late 1950s and continues today. 

Building the ultimate software factory 

To develop a software factory there are four defining principles. 

1. Leverage tried and tested manufacturing standards 

2. Align software development commonalities 

3. Create a continuous testing environment 

4. Build a scalable constant integration engine 

There are certain aspects we need to consider in the construction of the ultimate 

testing environment: 

 Shift left testing, as mentioned, provides tools which allows the 

developer to test whenever needed. 

 Have tools that allow developers the visibility of testing completeness 

and auto generating test cases for code snippets that are not complete. 

 Build a repository that automates the job scheduling of the integration 

process. Developers need to be able to run integration and functional 

tests as easily as they can run unit tests. 

 Parallelise and scale the test architecture to achieve a faster build time. 

This should include the ability to carry out tests and simulations of all 

hardware environments where the software will be deployed. 

 Overlay intelligence that understands the smallest number of tests to be 

re-run by a change to the source code. 
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This scalable intelligent architecture will enable a business to benefit from being 

able to take a competitive advantage as they can easily meet launch dates and 

react quickly to market changes. 

A scalable architecture can be built from readily available products – Jenkins is a 

server-based, open source continuous integration tool written in Java. It can take 

hours to perform an incremental build of an application, and tests can take weeks 

to run – Jenkins enables continuous testing each time a source code change is 

made quickly. 

Organising the tests is just one part of the process. Using a parallel testing 

infrastructure is also crucial to the time saving element of CI. Using Jenkins as 

the CI server, the test targets need to be scrutinised, and a popular choice is the 

use of hardware simulators such as GHS Sim, trace32, Simics and Vector 

Informatik‘s Virtual ECU simulator. 

 

Shift-Left testing 

Using Jenkins and hardware simulators together, engineers can select which 

environments to test and discover which cases need to be rebuilt and run based on 

the source code changes. 

Engineers can set up different configurations of the same board to run comparable 

tests which allows for complete code coverage testing. This is also forms the basis 

for an ideal test engine for managing different variations of the application 

depending the customer requirements. 

In a modern agile software factory environment, the production lines need to 

produce slightly different variants of the same basic product in the same way 

other manufacturing lines do without having to experience long delays while the 

line is changed. 
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Example of scalable testing environment 

We‘ve already discussed code coverage and its importance to knowing that every 

line code has been exercised. However, code coverage isn‘t the whole picture, 

there will be coding standards, especially if the application is going to be used in 

a regulated safety critical environment, that needs to be met. 

Therefore, similar to the final inspection process on a manufacturing production 

line, there needs to be the equivalent process in the software factory. 

Software QA system 
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The QA process needs to integrate with the assembly system to silently collect 

key metrics such as code complexity, frequency of code changes, test case status, 

and code coverage data. It needs to provide development and QA engineers a 

single point of control for test activities, as well as a wealth of data that can be 

used to make quality improvement decisions. 

No changes to the WIP workflow or tools are required. As normal system testing 

activities take place, a data repository is constructed which becomes an oracle to 

answer questions such as: 

 How much testing has been done? 

 What testing remains to be done? 

 Are we ready to release? 

 Where should I invest more testing effort? 

Conclusion 

At the outset, we wanted to establish if a zero-defect software factory was a 

reality. Research indicates that while a total zero-defect software development is a 

high ideal, a more realistic viewpoint is that a near zero-defect software factory is 

feasible. 

It would take the combination of the lessons learnt from the likes of Edward 

Deming and apply them, along with today‘s established software development 

techniques and methodologies. 

However, there is one caveat. It is around how a business understands the risk 

factors of not taking testing to heart and making it a fundamental practice in 

delivering the highest quality software possible. This can lead to customer 

dissatisfaction and ultimately the value of company. 



An illustration of how to build a software factory 

PHILOSOPHY OF ASSURANCE: 

what is Quality? 

Quality is extremely hard to define, and it is simply stated: "Fit for use or purpose." It is all 

about meeting the needs and expectations of customers with respect to functionality, design, 

reliability, durability, & price of the product. 

What is Assurance? 

Assurance is nothing but a positive declaration on a product or service, which gives 

confidence. It is certainty of a product or a service, which it will work well. It provides a 

guarantee that the product will work without any problems as per the expectations or 

requirements. 

What is Quality Assurance? 

Quality Assurance (QA) is defined as an activity to ensure that an organization is providing 

the best possible product or service to customers. QA focuses on improving the processes to 

deliver Quality Products to the customer. An organization has to ensure, that processes are 

efficient and effective as per the quality standards defined for software products. Quality 

Assurance is popularly known as QA Testing 

How to do Quality Assurance: Complete Process 

https://www.eedesignit.com/wp-content/uploads/2018/04/Vector7.jpg


Quality assurance has a defined cycle called PDCA cycle or Deming cycle. The phases of this 

cycle are: 

 Plan 

 Do 

 Check 

 Act 

 

These above steps are repeated to ensure that processes followed in the organization are 

evaluated and improved on a periodic basis. Let's look into the above steps in detail - 

 Plan - Organization should plan and establish the process related objectives and 

determine the processes that are required to deliver a high-Quality end product. 

 Do - Development and testing of Processes and also "do" changes in the processes 

 Check - Monitoring of processes, modify the processes, and check whether it meets 

the predetermined objectives 

 Act - Implement actions that are necessary to achieve improvements in the processes 

An organization must use Quality Assurance to ensure that the product is designed and 

implemented with correct procedures. This helps reduce problems and errors, in the final 

product. 

What is Quality Control? 

Quality control popularly abbreviated as QC. It is a Software Engineering process used to 

ensure quality in a product or a service. It does not deal with the processes used to create a 

product; rather it examines the quality of the "end products" and the final outcome. 

The main aim of Quality control is to check whether the products meet the specifications and 

requirements of the customer. If an issue or problem is identified, it needs to be fixed before 

delivery to the customer. 

QC also evaluates people on their quality level skill sets and imparts training and 

certifications. This evaluation is required for the service based organization and helps provide 

"perfect" service to the customers. 

Difference between Quality Control and Quality Assurance? 
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Sometimes, QC is confused with the QA. Quality control is to examine the product or service 

and check for the result. Quality assurance is to examine the processes and make changes to 

the processes which led to the end-product. 

 

Examples of QC and QA activities are as follows: 

Quality Control Activities Quality Assurance Activities 

Walkthrough Quality Audit 

Testing Defining Process 

Inspection Tool Identification and selection 

Checkpoint review Training of Quality Standards and Processes 

The above activities are concerned with QA and QC of any product and not essentially 

software. With respect to software 

 QA becomes SQA ( Software Quality Assurance) 

 QC becomes Software Testing. 

Differences between SQA and Software Testing 

Following table explains on differences between SQA and Software Testing: 

SQA Software Testing 

Software Quality Assurance is about 

engineering process that ensures quality 

Software Testing is to test a product for 

problems before the product goes live 

Involves activities related to the 

implementation of processes, procedures, and 

standards. Example - Audits Training   

Involves actives concerning verification of 

product Example - Review Testing 
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Process focused Product focused 

Preventive technique Corrective technique 

Proactive measure Reactive measure 

The scope of SQA applied to all products that 

will be created by the organization 

The scope of Software Testing applies to a 

particular product being tested. 

Best practices for Quality Assurance: 

 Create a Robust Testing Environment 

 Select release criteria carefully 

 Apply automated testing to high-risk areas to save money. It helps to fasten the entire 

process. 

 Allocate Time Appropriately for each process 

 It is important to prioritize bugs fixes based on software usage 

 Form dedicated security and performance testing team 

 Simulate customer accounts similar to a production environment 

Quality Assurance Functions: 

There are 5 primary Quality Assurance Functions: 

1. Technology transfer: This function involves getting a product design document as 

well as trial and error data and its evaluation. The documents are distributed, checked 

and approved 

2. Validation: Here validation master plan for the entire system is prepared. Approval 

of test criteria for validating product and process is set. Resource planning for 

execution of a validation plan is done. 

3. Documentation: This function controls the distribution and archiving of documents. 

Any change in a document is made by adopting the proper change control procedure. 

Approval of all types of documents. 

4. Assuring Quality of products 

5. Quality improvement plans 

Quality Assurance Certifications: 

There are several certifications available in the industry to ensure that Organizations follow 

Standards Quality Processes. Customers make this as qualifying criteria while selecting a 

software vendor. 

ISO 9000 

This standard was first established in 1987, and it is related to Quality Management Systems. 

This helps the organization ensure quality to their customers and other stakeholders. An 

organization who wishes to be certified as ISO 9000 is audited based on their functions, 



products, services and their processes. The main objective is to review and verify whether the 

organization is following the process as expected and check whether existing processes need 

improvement. 

This certification helps - 

 Increase the profit of the organization 

 Improves Domestic and International trade 

 Reduces waste and increase the productivity of the employees 

 Provide Excellent customer satisfaction 

CMMI level 

The Capability Maturity Model Integrated (CMMI) is a process improvement approach 

developed specially for software process improvement. It is based on the process maturity 

framework and used as a general aid in business processes in the Software Industry. This 

model is highly regarded and widely used in Software Development Organizations. 

CMMI has 5 levels. An organization is certified at CMMI level 1 to 5 based on the maturity 

of their Quality Assurance Mechanisms. 

 Level 1 - Initial: In this stage the quality environment is unstable. Simply, no 

processes have been followed or documented 

 Level 2 - Repeatable: Some processes are followed which are repeatable. This level 

ensures processes are followed at the project level. 

 Level 3 - Defined: Set of processes are defined and documented at the organizational 

level. Those defined processes are subject to some degree of improvement. 

 Level 4 - Managed: This level uses process metrics and effectively controls the 

processes that are followed. 

 Level 5 - Optimizing: This level focuses on the continuous improvements of the 

processes through learning &  innovation. 

Test Maturity Model (TMM): 

This model assesses the maturity of processes in a Testing Environment. Even this model has 

5 levels, defined below- 

 Level 1 - Initial: There is no quality standard followed for testing processes and only 

ad-hoc methods are used at this level 

 Level 2 - Definition: Defined process. Preparation of test strategy, plans, test cases 

are done. 

 Level 3 - Integration: Testing is carried out throughout the software development 

lifecycle (SDLC) - which is nothing but integration with the development activities, 

E.g., V- Model. 

 Level 4 - Management and Measurement: Review of requirements and designs 

takes place at this level and criteria has been set for each level of testing 

 Level 5 - Optimization: Many preventive techniques are used for testing processes, 

and tool support(Automation) is used to improve the testing standards and processes. 

Conclusion: 



Quality Assurance is to check whether the product developed is fit for use. For that, 

Organization should have processes and standards to be followed which need to be improved 

on a periodic basis. It concentrates mainly on the quality of product/service that we are 

providing to the customers during or after implementation of software. 

1.1 Purpose of this Quality Management Plan 

The primary goal of the QM plan is to ensure that the project deliverables are of adequate 

quality and fit-for-purpose. Quality assurance and Quality control is an integral part of the 

Quality Management Plan. 

1.2 Quality Management Plan Components 

To achieve this, the <project name> Quality Management Plan includes the following 

components: 

 Quality Assurance - to ensure quality project management processes. 

 Quality Control - via the development of quality outputs 

 Quality Improvement – review points to assess and improve quality where possible. 

1.3 Quality Philosophy 

The Quality Philosophy describes the overall intentions and approach to be applied for 

maintaining quality. 

The Quality Philosophy for the <Project name> Project involves: 

 Standards and methodologies for project management quality assurance 

 Effective processes to support arrangements for good governance and accountability; 

 Input from individuals with the appropriate subject or technical expertise to ensure the 

development of outputs that are fit for the purpose. 

1.4 Quality Strategy 

The Quality Strategy for the <Project name> Project involves: 

 Quality related issues faced in the application of the project management processes 

 Quality issues encountered in the development of the outputs 

 Relevant standards that must be applied 

 Activities in the work plan that should be conducted correctly 

2 Project Quality Assurance 

Quality assurance will be achieved by defining the defining the relevant quality project 

management processes. 

2.1 Methodologies and Standards 

The relevant methodologies, guidelines should be maintained for following items 



 Standards of Risk Management must be maintained 

 Records management, web publishing, information security, privacy, etc. 

 Relevant business domain driven standards 

Any changes to these standards need be recorded as an issue in the Project Issues Register. 

2.2 Quality Review Process 

2.2.1 Project Quality Consultants 

The role of any Quality Consultants should be explained in detailed depending on their area 

of expertise. Project Quality Consultants also contribute to the formal Project Evaluation by 

providing a Project Performance Review. 

2.2.2 Project Evaluation and Review 

In this section you need to define: 

 The timing for reviews, which may be conducted at the end of a phase or every phase. 

 Topics of each review(s) 

o A review of project performance and comparison with the defined project 

target outcomes 

o A review of the methodologies needed to produce the outputs 

o Learning points of the project 

o Area for improvement 

2.2.3 Management of changes to project scope 

Management of changes to the project involves: 

 Planning for possible changes through proper risk analysis 

 Keeping track of all types of possible unanticipated issues 

 Using an iterative approach to make change within the scope of a single project 

 Reflecting changes of project scope in Project Business Plan 

In this section, you need to identify the process that helps you to manage changes to the 

project scope and how it will be reflected in the project business planning. 

2.3 Risk Assessment and Management 

Risk management aims to ensure that levels of risk are managed properly. It includes the 

level of resourcing, time, cost, quality, and the realization of outcomes by the Business 

Owner should appropriately manage to ensure the project is completed successfully. 

Here, you need to document the project approach to risk assessment and management to 

identify how risks to quality will be reflected during the process. 

2.4 Information Management 



2.4.1 Document Management 

In this section, you need to explain what review and acceptance procedures will apply to the 

management of the project business plan and other core documents. 

2.4.2 Record keeping 

In this section, you need to mention relevant government policy, legislation, and rules which 

can easily affect how records for the project must be kept. It also includes detail of any 

protocols which needed to apply for records management, and how registration of all official 

documents should be managed. 

3 Output Quality Control 

Quality control for the <Project Name> Project can easily have accomplished by defining the 

relevant quality criteria for the outputs, or what characteristics should be used for this 

purpose. 

Quality planning includes identifying the Output Quality Criteria and standards that will be 

used to determine their acceptability and 'fitness for purpose.' In this section, you can define 

who or what groups will be involved in the specification of the output quality criteria 

Relevant methodologies and guidelines may be used to assist. These include technical 

specifications or other specific criteria. 'Fitness for purpose' for each output is also 

determined by the needs, expectations, requirements, and 'critical success factors' of various 

key stakeholders like: 

 Business Owner(s) - The Business Owners need to contribute resources to the project 

during their development to ensure that the outputs are being developed satisfactorily. 

 Advisory Groups: provide advice or technical expertise in relation to output 

development and quality assurance 

 Reference Group: give a forum to achieve consensus among groups of stakeholders 

 Working Group(s) - consist of small specialist work groups, which is dedicated to 

producing a well-defined output within a specific timeframe. 

 Consultants – which provide advice about the development of specific outputs. 

3.1 Output Review Procedures 

In this section, you need to define when and how the outputs will be tested and reviewed and 

by whom. 

This section includes a description of the approach to: 

 Output testing and review: Generally, it is assumed that testing is only applied to IT 

systems, but it is also relevant to other outputs which may require testing to ensure 

they meet specified functional requirements. It is also important to formalize the 

output change management procedures that will be used to document problem 

reporting and rectification. 

 Progressive audits or appraisals to be conducted throughout the project. These reviews 

are undertaken progressively, as quality cannot be built in at the end of a project. 



The section should also cover: 

 The technological aspects of the project. 

 Project compliance with internal and external audit 

 The form advice, preferably with dates, and to whom this advice will be provided 

should also need to mention here. 

Change Control 

In this section, mention the process that should be used for changes which need to be 

approved. Any changes to output specifications need to be controlled through a change 

process which should include: 

 A structured process to facilitate the change to the system. 

 Complete assessment of the impact of the projected changed 

 A method of authorizing a change 

 It is a integrated system of methodology activity involving like planning, 

implementation, assessment, reporting and quality improvement to ensure that the 

process is of the type and quality needed and expected by the client/customer. 

 

1. Test requirements, 

2. Test planning, 

3. Test design, 

4. Test execution and Defect logging, 

6. Test reports and acceptance, 

7. Sign off. 

 

Test Requirements 
1. Requirement Specification documents 

2. Functional Specification documents 

3. Design Specification documents (use cases, etc) 

4. Use case Documents 

5. Test Trace-ability Matrix for identifying Test Coverage 

 

Test Planning 
1. Test Scope, Test Environment 

2. Different Test phase and Test Methodologies 

3. Manual and Automation Testing 

4. Defect Mgmt, Configuration Mgmt, Risk Mgmt. Etc 

5. Evaluation & identification? Test, Defect tracking tools 

 

Test Design 
1. Test Traceability Matrix and Test coverage 

2. Test Scenarios Identification & Test Case preparation 

3. Test data and Test scripts preparation 

4. Test case reviews and Approval 

5. Base lining under Configuration Management 

 

Test Execution and Defect Tracking 
1. Executing Test cases 



2. Testing Test Scripts 

3. Capture, review and analyze Test Results 

4. Raised the defects and tracking for its closure 

 

Test Reports and Acceptance 
1. Test summary reports 

2. Test Metrics and process Improvements made 

3. Build release 

4. Receiving acceptance 

 

Signoff 
Signoff template provides a checklist format for customer that can be used for 

reviewing a new system's functionality and other attributes before closing a purchase 

order or accepting a delivery. It includes checklist areas for functional tests, 

documentation reviews, issue recording, enhancement requests. 

 

This form can be used standalone for this purpose, or it can be used as the short-form 

checklist and signoff form accompanying a written User Acceptance Test Plan or Beta 

Test Plan (see our templates for those 2 documents). 

 

NOTE: This form can also be adapted for review and acceptance of any deliverable 

between a customer and a provider. Whether the deliverable is a recommendations 

report from consultants, a user manual from a technical publications firm, a physical 

hardware system, a software application, a plan for a marketing campaign, etc., this 

form can be used to list what's expected by the customer, record results of the 

acceptance review or tests, record open issues to be corrected, and ultimately 

document acceptance by the customer. 

 

How to use? 
When preparing to accept a deliverable—system, product, report, etc.—from a 

supplier, fill out your version of this form to include the items you want to test and/or 

review. If possible, consider ahead of time whether any discrepancies will be 

acceptable for each item. Schedule the review/tests with the supplier and discuss 

expectations. When you perform the reviews or tests, mark the performance of each 

item and indicate whether each result is acceptable—will the deliverable be accepted 

with this issue? Finally, review overall results with supplier, timeline for issue 

resolution, and whether re-test will be required. 

WALKTHROUGH: 

The process of Quality Assurance (QA) during software development is an important one. It 

is one of the most significant phase of Software Development Life Cycle (SDLC) that 

requires great deal of planning and testing. With the assistance of quality assurance, one can 

not only validate the quality of the product, but also ensure that the end product has 

exceptional effectiveness, performance and functionality. 

Moreover, the tests conducted by the quality assurance team guarantees that the product is 

developed as per the demands and requirements of the client and it provides expected and 

accurate results. Since the goal of quality assurance is to look at earlier work, designers are 

required to prepare a review, inspection or walkthrough and be ready for carrying out any 

checks or follow up work that is needed. 
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Walkthrough is one of the most important method in quality assurance. Structured 

Walkthrough is an interchange of ideas among peers, who review the product presented by its 

author. Its purpose is to anticipate as many problems in the design as possible and improve 

the quality of the product. Hence, here is a detailed discussion on Structured Walkthrough. 

What is Structured Walkthrough? 

Structures Walkthrough is one of the strongest Quality Assurance (QA) action. It is an 

organized procedure for a group of peers to review and discuss the technical aspects of 

software development products. The major objective of a structured walkthrough is to find 

errors and to improve the quality of the product. It is a more formal technique for checking 

the solution algorithm. In Structured Walkthrough, the programmer explains the logic of the 

algorithm, while members of the programming team step through the program logic. 

The basic purpose of a walkthrough is error detection, not error correction. When the 

walkthrough is completed, the author of the work product is responsible for taking the 

necessary actions to correct the errors. The author may hold private conversations with 

reviewers or conduct follow-up meetings to discuss potential solutions. Structured 

walkthroughs should be conducted during all stages of the system lifecycle. Moreover, it can 

be conducted in various formats, with various levels of formality, and with different types of 

participants. Furthermore, structured walkthrough is held to review the system test plan, 

program design, and production acceptance. 

Participants in Structured Walkthrough: 

Structured Walkthrough is a process that involves several important activities, which are 

completed by different experts of the Quality Assurance team. It is a form of software peer 

review, in which a designer or programmer leads members of the development team and 

other interested parties through a software product, and the participants ask questions and 

make comments about possible errors, violation of development standards, and other 

problems. Each participant in the structured walkthrough process has a specific role. 

However, for a small size project, a person may fulfil multiple roles. There, the various the 

participants in Structured Walkthrough are mentioned below: 

1. Author: The author of the work product is responsible for requesting the walkthrough 

when a meaningful portion of the product has been developed and is free of casual 

errors or defects. The author attends the walkthrough as an observer and answers 

reviewer‘s general questions. 

2. Presenter: They usually develop the agenda for the walkthrough and present the 

work product that is being reviewed. The presenter should be familiar with the work 

product and should be a member of the project team. 

3. Moderator: The main responsibility of the moderator is to facilitate the walkthrough 

session and ensure that the walkthrough agenda is followed. Moderators also 

encourage the participation of all reviewers. Moreover, the moderator can also be the 

scribe. 

4. Reviewers: Evaluate the work product to determine if it is technically accurate. The 

reviewers also assess whether the project guidelines or standards are being followed, 

the project requirements are met, and whether the product is properly prepared. 
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5. Scribe: The scribe takes notes during the walkthrough. Their responsibility is to 

record the errors that are identified and any other technical comments, suggestions, 

and unresolved questions. Also, a scribe cannot be a reviewer. 

 

Things to Remember While Performing Structured Walkthrough: 

Although its techniques are applicable to other design methodologies, the walkthrough is a 

procedure that is used to check the correctness of models produced by structural analysis. In 

structured walkthrough, specific tasks are allocated to various members of the team and it 

requires documentation to be produced during and after the whole process. While performing 

structured walkthrough, the team of qualified testers and experts should check the model for 

the following things: 

 Whether the model meets system objectives. 

 Is it a correct representation of the system? 

 Has no omissions or ambiguities. 

 It must do the job it is supposed to do. 

 They should ensure that it is easy to understand. 

Why is Structure Walkthrough Important? 

The importance of Structured Walkthrough in software development process and quality 

assurance is extremely high. It is one method of quality assurance that focuses on the 

improvement of the system by early detection of faults and improves confidence in the 

system. Moreover, the number of errors in the production system decreases immensely in the 

organisations that use structured walkthroughs. Therefore, the other reasons that increase the 

importance of structured walkthrough are: 

 Walkthroughs are one of the most important method used in Quality Assurance. 

 It does not require actual design or system alteration during the whole process. 

 Walkthrough can take place throughout system development. 

 It begins when the physical and logical models of the existing system have been 

completed. 

 The walkthroughs checks the existing system to detect emission and inaccuracies in 

them. 

 Should be carried out on new logical design to detect flows, weakness, errors and 

omissions in the proposed design. 

 It bridges the gap between the designer, who as a staff person has an expert 

perspective, and the user with a generalised or marginal view. 
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Advantages of Structured Walkthrough: 

Structured Walkthrough has several advantages, which make it immensely popular among 

programmers and software developers. It is one of the strongest Quality Assurance technique, 

which aims at detecting all the discrepancies and errors in the software as well as to improve 

its quality. Other benefits or advantages of Structured Walkthrough are: 

 It saves time and money by finding and correcting errors earlier in the life cycle. 

 Provides value-added input from reviewers with different technical backgrounds, 

experience, and expertise. 

 Validates and improves the related life cycle work products. 

 Keeps the project team informed of the development progress. 

 Provides professional growth to participants by giving them an opportunity to look at 

different development methodologies and approaches. 

 Can be applied to BPP, system specifications, logical and physical designs, program 

code, test procedures, manuals and documentations. 

 

Conclusion: 

In today‘s world, the need for perfect and great quality is extraordinary. People all over the 

globe demand various types of products that have exceptional performance and functionality 

as well as fulfil all their needs. Similarly, in the software industry too, consumers and the end 

users demand software systems and applications that are of state-of-the-art quality and 

provide expected or desired results. 

However, to accomplish such demands, software engineers have to go to great lengths while 

developing software systems and applications. 

Throughout the software development process, they use several techniques and methods of 

software development and constantly perform test for quality assurance and to detect any 

discrepancies in the system. Structured Walkthrough is a type of Quality Assurance 

technique, which is used by software testers for error detection. 

Structured Walkthrough is conducted during all the stages of system life cycle and it is a 

process of peer group review of any technical product, where the review involves other 

system analysts who work with the testers, as well as users and programmers, and more. In 

short, structured walkthrough is the method of detecting errors and making improvements 

early in the development process, which further reduces its overall cost and time. 

SOFTWARE INSPECTION PROCESS: 

What is Software Inspection? 

Inspection is necessary to review a product. In software development, software or code 

inspection refers to peer review of any product by experts who try to unravel defects, if any, 

present in the system using a well defined method. In an inspection process, the objective is 
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to identify defects, and the inspected parts are generally SRS(Software Requirements 

Specifications) documents and test plans. 

The process of inspection begins like this- a team gathers to plan about the inspection 

process. A moderator is chosen in the team to carry out the meeting. There is an inspector 

who approves the product, so when the team meeting is done, they carry out a detailed study 

about the product and noting the defects as well. So the software inspection is a walk through 

which is conducted in a well planned manner. 

Inspection Process: 

An inspection process passes through the following stages : 

 Planning - 

 

the moderator plans the activities to be performed during inspection. 

 Overview Meeting - 

 

An overview meeting intends to disseminate information regarding the background of 

the product under review. 

 Preparation - 

 

Identify possibility of occurrence of a certain defect. 

 Inspection meeting - 
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During this phase, the reader reads through the product and the inspector tries to 

point out the defects. 

 Rework - 

 

Based on the inspection meeting, the moderator makes necessary changes to the 

product. 

 Follow up - 

 

The changes made are thus reviewed by the author. 

Inspection Roles : 

The comprises of the following roles assigned to team members. 

 Author - 

 

Author is the person who has created the work product, that is to be inspected. 

 Moderator - 

 



Moderator is the planner of the inspection. He is basically the coordinator and the 

leader. 

 Reader – 

 

The person responsible for reading the documents. 

 Reader/Scribe - 

 

This person is the one who records the defects that are being discovered. 

 Inspector - 

 

Responsible for examining the product and identify possible defects. 

 

Inspection Types: 

 Code Review -The code review can be described as a process of 

examination/inspection in which a piece or block of code is treated as a defect. The 

code is a defect if it does not deliver the right functionality, or may be sometimes the 

code could be improved in terms of its performance. 

 Peer Review -Peer means group, so in this kind of inspection a group of people who 

have requisite knowledge and skills, review the product. It therefore ensures a 

structured review process, product check-list and reports. 

Benefits of Inspection: 

 Developing new perspective - The process of finding defects can be really useful for 

those who haven't indulged in such an activity before. They shall develop a fair idea 

about such aspects and it's rectification. 
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 Knowledge Sharing - A person who has fair share of knowledge can spread it further 

regarding design specifications and specific software artefacts and also defect 

detection methods. 

 Early fault finding - Early detection definitely proves to be an advantage always. In 

this case also prior detection helps in cost reduction. Detection may be during the 

detailed design phase or requirements phase. 

Features of Inspection: 

 The inspection procedure is carried out by a trained moderator, he is responsible for 

examining the document. 

 Check-lists and a set of rules define an inspection. 

 Review process comprises of entry and exit criteria. 

 A meeting is conducted to plan the inspection. 

 The report prepared after careful analysis is shared with the author for appropriate 

actions. 

 Post inspection actions plans are undertaken to ensure corrective actions are taken and 

in a timely manner. 

 Identification of defects is coupled with process improvement strategies as well. 

 

 

Terms Defined: 

Entry Criteria- It can be defined as the fulfilment of minimum set of conditions to begin 

with the process of testing work. The various conditions may be installation ansd 

configuration of hardware and software applications as well. 

Exit Criteria - To close the project, all necessary tasks should have met by now. All test 

plans have been executed, requirement coverage has been done, and all the risk affected areas 

have been covered. 

WHAT IS THE REQUIREMENTS OF AUDITS IN SOFTWARE: 

SQA stands for ‗Software Quality Assurance‘ and refers to the process of planning, 

reviewing and auditing a software project.A software has become an essential part of almost 

every sector and industry, hence its quality audit comprises of security and reliability as the 

two major criteria to be qualified as a successful application. Inevitably efficiency in 

performance is what defines a complete and robust framework. 

It is quite astonishing to see the heights of glory we have achieved so far. Software quality 

audit is a much wider term that takes the bandwagon to incomprehensible heights. Software 
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quality assurance is a technique of monitoring and assessing the development of the external 

and internal structure of a software. 

Evolution in Technology: 

It is an official inspection about software product with all its requirements and specifications. 

Most importantly, this is a thorough examination of all software abilities and checks whether 

a software application works as per decided objective or not. This analyzed approach and its 

study called audit. 

SQA Audit 

Let us throw some light on the evolution pattern in a software‟s life cycle. 

Any (software) product has a set of phases that goes through a series of phases and hence the 

concept of ‗quality audit‘ emerges. 

 

The above graph is a depiction of growth trend throughout the lifecycle of a software. 

 The very initial phase of software begins which is just experimenting with the extent 

of acceptance among the users of the application. 

 With the passage of time the target audience gets accustomed with the product‘s 

features which makes it accepted among its users. 

 Gradually the application attains stability among the users and gains accolades. 

 The time grows so does the range of acceptance among end users. 

The 'percent of adoption' is thus directly proportional to the passage of time. As the time 

flows users get to know about their product and it attains recognition among them. 

Why SQA: 

Software Quality Assurance is an integral part of a software development project‟s life 

cycle. An independent team of tester specially for reviewing the artefacts of the project, so 

that auditor is aware of what is expected from the project and what has been actually done to 

achieve the objectives. 

SQA is a strategy to perform some estimations, such as – 

https://www.professionalqa.com/software-testing-life-cycle
https://www.professionalqa.com/software-testing-life-cycle
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1. Risk Analysis. 

2. Planning the test procedures. 

3. Organising resources. 

4. Monitor and control the performance of test execution. 

5. Managing issues. 

6. Reporting discrepancies if any. 

Implementing SQA Plan: 

1. Develop SQA Plan:A plan sets the goal for future endeavours, thus an SQA plan is a 

way to create a technique for assessing that the product being delivered is of an 

exceptional quality. The planning phase includes defining the roles and 

responsibilities of SQA team, enlisting work products that shall be reviewed by the 

auditors and creating a schedule to actually implement the tasks. 

2. Define standards and methodology:This phase deals with measuring the activities 

against defined standards and procedures. The preliminary steps in this regard are- 

o Defining the procedures to prevent defects. 

o Documenting the policies and procedures. 

o Train the staff to abide by those policies and procedures. 

3. Review the process: Reviewing project activities is a process where the SQA 

members are expected to perform the following activities 

o Reviewing the project‘s plan. 

o Software requirement specifications are reviewed. 

o Reviewing test‘s design plan. 

o Review the overall test report before finally deploying the product. 

o Analyse whether no aspect is left behind while closing the project. 

Types of QA audit execution: 

1. Planned: A planned audit is primarily aimed at ensuring consistency of quality so 

that the customer feels a sense of assurance. 

2. Project based: A project is divided into various stages, hence each stage‘s review is 

analysed to capture a better view of the project as a whole. 

3. Custom:Such an audit is conducted as per the requirement of a company‘s project 

needs. 

https://www.professionalqa.com/test-procedure
https://www.professionalqa.com/test-execution


SQA – A Complete Analysis: 

 

An SQA team‘s responsibility revolves around planning and scheduling test activities, 

gathering necessary resources, scheduling execution and implementation of test activities. 

After test activities are carried out in full swing, SQA audit team prepares a report listing all 

the issues and defects and hence taking corrective actions for the same. 

Summary: 

A quality analysis/audit is a type of inspection process that is conducted to ensure that the 

entire effort towards building a product isn‘t futile and that the project objective is aligned 

with the business objectives. Hence the audit process must achieve the following goals which 

are important from the CMMI perspective: 

 Conformance to software development standards. 

 All teams involved in the project development activities must be well informed about 

the policies and procedures. 

 There could be a situation where some issue cannot be resolved, those should be 

reported to the senior management. 

DOCUMENT VERIFICATION: 

 VERIFICATION is a method of confirmation by examining and providing evidence that 

the design output meets the design input specifications. An essential process during any 

product development that ensures the designed product is the same as the intended use. 

Design input is any physical and performance requirement that is used as the basis for 

designing purpose. Design output is the result of each design phase and at the end of total 

design effort. The final design output is a basis for device master record. 

The four fundamental methods of verification are Inspection, Demonstration, Test, and 

Analysis.  The four methods are somewhat hierarchical in nature, as each verifies 

requirements of a product or system with increasing rigor.  I will provide a description of 

each with two brief examples of how each could be used to verify the requirements for a car 

and a software application. 



Inspection is the nondestructive examination of a product or system using one or more of the 

five senses (visual, auditory, olfactory, tactile, taste).  It may include simple physical 

manipulation and measurements. 

 Car: visually examine the car to ensure that it has power windows, power adjustable seats, 

air conditioning, a navigation system, a tow package, etc. 

 Software Application: visually examine the software for screens that were requested, check 

for the fields needed for data entry, verify that the necessary buttons exist for initiating 

required functionality, etc. 

 

Demonstration is the manipulation of the product or system as it is intended to be used to 

verify that the results are as planned or expected. 

 Car: use the automatic switches to verify that the windows and seats work as intended, start 

the vehicle and ensure that the air conditioning produces cold air, take the car for a test 

drive to sense the acceleration and cornering as it was described based on the requirements. 

 Software Application: enter all required fields on a screen and select the button to return a 

specific report.  Ensure that the report is returned with the type of data needed. 

Test is the verification of a product or system using a controlled and predefined series of 

inputs, data, or stimuli to ensure that the product or system will produce a very specific and 

predefined output as specified by the requirements. 

 Car: accelerate the car from a complete stop to 60 mph, and verify that it can be done in 5.2 

seconds.  Accelerate through a turn under controlled conditions, producing .8G of force, 

without the car loosing traction. 

 Software Application: enter the type and model of car, automatic windows, power steering, 

and all other options as stated in the predefined test plan, select the price now button and 

receive back a price quote of precisely $43,690. 

Analysis is the verification of a product or system using models, calculations and testing 

equipment.  Analysis allows someone to make predictive statements about the typical 

performance of a product or system based on the confirmed test results of a sample set or by 

combining the outcome of individual tests to conclude something new about the product or 

system.  It is often used to predict the breaking point or failure of a product or system by 

using nondestructive tests to extrapolate the failure point. 

 Car: complete a series of tests which rev the engine at a specific rpm for a set length of 

time, while monitoring engine vibration and temperature, to verify that the expected results 

are achieve.  Use this information to model the failure point of the engine, i.e. max rpm 

sustained over a specific period of time. 

 Software Application: complete a series of tests in which a specified number of users input 

the characteristics of the car they are attempting to price and initiate the pricing 

functionality at the same time.  Measure the response of the system to ensure that the 

pricing function returns its results within the time specified.  Analyze the relationship 

between increasing number of system users and the time it takes for pricing to be 

returned.  Record the results to capture system degradation.  Use this information to predict 

at what point the system no longer meets the maximum allowable time to return pricing as 

defined by the requirements. 

Q IS VERIFICATION IS DONE BY QUALITY ASSURANCE TEAM? 

Verification is done at the starting of the development process. It includes reviews and 

meetings, walkthroughs, inspection, etc. to evaluate documents, plans, code, 

requirements and specifications. 

Quality Assurance focuses on preventing defect. Quality Assurance ensures that the 



approaches, techniques, methods and processes are designed for the projects are 

implemented correctly. 

UNIT : 2  

EVALUATION 

The software requirements are description of features and functionalities of the target 

system. Requirements convey the expectations of users from the software product. The 

requirements can be obvious or hidden, known or unknown, expected or unexpected from 

client‘s point of view. 

Requirement Engineering 

The process to gather the software requirements from client, analyze and document them is 

known as requirement engineering. 

The goal of requirement engineering is to develop and maintain sophisticated and 

descriptive ‗System Requirements Specification‘ document. 

Requirement Engineering Process 

It is a four step process, which includes – 

 Feasibility Study 

 Requirement Gathering 

 Software Requirement Specification 

 Software Requirement Validation 

Let us see the process briefly - 

Feasibility study 

When the client approaches the organization for getting the desired product developed, it 

comes up with rough idea about what all functions the software must perform and which all 

features are expected from the software. 

Referencing to this information, the analysts does a detailed study about whether the desired 

system and its functionality are feasible to develop. 

This feasibility study is focused towards goal of the organization. This study analyzes 

whether the software product can be practically materialized in terms of implementation, 

contribution of project to organization, cost constraints and as per values and objectives of 

the organization. It explores technical aspects of the project and product such as usability, 

maintainability, productivity and integration ability. 

The output of this phase should be a feasibility study report that should contain adequate 

comments and recommendations for management about whether or not the project should be 

undertaken. 



Requirement Gathering 

If the feasibility report is positive towards undertaking the project, next phase starts with 

gathering requirements from the user. Analysts and engineers communicate with the client 

and end-users to know their ideas on what the software should provide and which features 

they want the software to include. 

Software Requirement Specification 

SRS is a document created by system analyst after the requirements are collected from 

various stakeholders. 

SRS defines how the intended software will interact with hardware, external interfaces, 

speed of operation, response time of system, portability of software across various 

platforms, maintainability, speed of recovery after crashing, Security, Quality, Limitations 

etc. 

The requirements received from client are written in natural language. It is the responsibility 

of system analyst to document the requirements in technical language so that they can be 

comprehended and useful by the software development team. 

SRS should come up with following features: 

 User Requirements are expressed in natural language. 

 Technical requirements are expressed in structured language, which is used inside the 

organization. 

 Design description should be written in Pseudo code. 

 Format of Forms and GUI screen prints. 

 Conditional and mathematical notations for DFDs etc. 

Software Requirement Validation 

After requirement specifications are developed, the requirements mentioned in this 

document are validated. User might ask for illegal, impractical solution or experts may 

interpret the requirements incorrectly. This results in huge increase in cost if not nipped in 

the bud. Requirements can be checked against following conditions - 

 If they can be practically implemented 

 If they are valid and as per functionality and domain of software 

 If there are any ambiguities 

 If they are complete 

 If they can be demonstrated 

Requirement Elicitation Process 

Requirement elicitation process can be depicted using the folloiwng diagram: 

 



 Requirements gathering - The developers discuss with the client and end users and 

know their expectations from the software. 

 Organizing Requirements - The developers prioritize and arrange the requirements 

in order of importance, urgency and convenience. 

 Negotiation & discussion - If requirements are ambiguous or there are some 

conflicts in requirements of various stakeholders, if they are, it is then negotiated and 

discussed with stakeholders. Requirements may then be prioritized and reasonably 

compromised. 

The requirements come from various stakeholders. To remove the ambiguity and 

conflicts, they are discussed for clarity and correctness. Unrealistic requirements are 

compromised reasonably. 

 Documentation - All formal & informal, functional and non-functional requirements 

are documented and made available for next phase processing. 

Requirement Elicitation Techniques 

Requirements Elicitation is the process to find out the requirements for an intended software 

system by communicating with client, end users, system users and others who have a stake 

in the software system development. 

There are various ways to discover requirements 

Interviews 

Interviews are strong medium to collect requirements. Organization may conduct several 

types of interviews such as: 

 Structured (closed) interviews, where every single information to gather is decided in 

advance, they follow pattern and matter of discussion firmly. 

 Non-structured (open) interviews, where information to gather is not decided in 

advance, more flexible and less biased. 

 Oral interviews 

 Written interviews 

 One-to-one interviews which are held between two persons across the table. 

 Group interviews which are held between groups of participants. They help to 

uncover any missing requirement as numerous people are involved. 

Surveys 

Organization may conduct surveys among various stakeholders by querying about their 

expectation and requirements from the upcoming system. 

Questionnaires 

A document with pre-defined set of objective questions and respective options is handed 

over to all stakeholders to answer, which are collected and compiled. 

A shortcoming of this technique is, if an option for some issue is not mentioned in the 

questionnaire, the issue might be left unattended. 



Task analysis 

Team of engineers and developers may analyze the operation for which the new system is 

required. If the client already has some software to perform certain operation, it is studied 

and requirements of proposed system are collected. 

Domain Analysis 

Every software falls into some domain category. The expert people in the domain can be a 

great help to analyze general and specific requirements. 

Brainstorming 

An informal debate is held among various stakeholders and all their inputs are recorded for 

further requirements analysis. 

Prototyping 

Prototyping is building user interface without adding detail functionality for user to interpret 

the features of intended software product. It helps giving better idea of requirements. If there 

is no software installed at client‘s end for developer‘s reference and the client is not aware of 

its own requirements, the developer creates a prototype based on initially mentioned 

requirements. The prototype is shown to the client and the feedback is noted. The client 

feedback serves as an input for requirement gathering. 

Observation 

Team of experts visit the client‘s organization or workplace. They observe the actual 

working of the existing installed systems. They observe the workflow at client‘s end and 

how execution problems are dealt. The team itself draws some conclusions which aid to 

form requirements expected from the software. 

Software Requirements Characteristics 

Gathering software requirements is the foundation of the entire software development 

project. Hence they must be clear, correct and well-defined. 

A complete Software Requirement Specifications must be: 

 Clear 

 Correct 

 Consistent 

 Coherent 

 Comprehensible 

 Modifiable 

 Verifiable 

 Prioritized 

 Unambiguous 

 Traceable 

 Credible source 

Software Requirements 



We should try to understand what sort of requirements may arise in the requirement 

elicitation phase and what kinds of requirements are expected from the software system. 

Broadly software requirements should be categorized in two categories: 

Functional Requirements 

Requirements, which are related to functional aspect of software fall into this category. 

They define functions and functionality within and from the software system. 

Examples - 

 Search option given to user to search from various invoices. 

 User should be able to mail any report to management. 

 Users can be divided into groups and groups can be given separate rights. 

 Should comply business rules and administrative functions. 

 Software is developed keeping downward compatibility intact. 

Non-Functional Requirements 

Requirements, which are not related to functional aspect of software, fall into this category. 

They are implicit or expected characteristics of software, which users make assumption of. 

Non-functional requirements include - 

 Security 

 Logging 

 Storage 

 Configuration 

 Performance 

 Cost 

 Interoperability 

 Flexibility 

 Disaster recovery 

 Accessibility 

Requirements are categorized logically as 

 Must Have : Software cannot be said operational without them. 

 Should have : Enhancing the functionality of software. 

 Could have : Software can still properly function with these requirements. 

 Wish list : These requirements do not map to any objectives of software. 

While developing software, ‗Must have‘ must be implemented, ‗Should have‘ is a matter of 

debate with stakeholders and negation, whereas ‗could have‘ and ‗wish list‘ can be kept for 

software updates. 

User Interface requirements 



UI is an important part of any software or hardware or hybrid system. A software is widely 

accepted if it is - 

 easy to operate 

 quick in response 

 effectively handling operational errors 

 providing simple yet consistent user interface 

User acceptance majorly depends upon how user can use the software. UI is the only way 

for users to perceive the system. A well performing software system must also be equipped 

with attractive, clear, consistent and responsive user interface. Otherwise the functionalities 

of software system can not be used in convenient way. A system is said be good if it 

provides means to use it efficiently. User interface requirements are briefly mentioned below 

- 

 Content presentation 

 Easy Navigation 

 Simple interface 

 Responsive 

 Consistent UI elements 

 Feedback mechanism 

 Default settings 

 Purposeful layout 

 Strategical use of color and texture. 

 Provide help information 

 User centric approach 

 Group based view settings. 

Software System Analyst 

System analyst in an IT organization is a person, who analyzes the requirement of proposed 

system and ensures that requirements are conceived and documented properly & correctly. 

Role of an analyst starts during Software Analysis Phase of SDLC. It is the responsibility of 

analyst to make sure that the developed software meets the requirements of the client. 

System Analysts have the following responsibilities: 

 Analyzing and understanding requirements of intended software 

 Understanding how the project will contribute in the organization objectives 

 Identify sources of requirement 

 Validation of requirement 

 Develop and implement requirement management plan 

 Documentation of business, technical, process and product requirements 

 Coordination with clients to prioritize requirements and remove and ambiguity 

 Finalizing acceptance criteria with client and other stakeholders 



Software Metrics and Measures 

Software Measures can be understood as a process of quantifying and symbolizing various 

attributes and aspects of software. 

Software Metrics provide measures for various aspects of software process and software 

product. 

Software measures are fundamental requirement of software engineering. They not only 

help to control the software development process but also aid to keep quality of ultimate 

product excellent. 

According to Tom DeMarco, a (Software Engineer), ―You cannot control what you cannot 

measure.‖ By his saying, it is very clear how important software measures are. 

Let us see some software metrics: 

 Size Metrics - LOC (Lines of Code), mostly calculated in thousands of delivered 

source code lines, denoted as KLOC. 

Function Point Count is measure of the functionality provided by the software. 

Function Point count defines the size of functional aspect of software. 

 Complexity Metrics - McCabe‘s Cyclomatic complexity quantifies the upper bound 

of the number of independent paths in a program, which is perceived as complexity of 

the program or its modules. It is represented in terms of graph theory concepts by 

using control flow graph. 

 Quality Metrics - Defects, their types and causes, consequence, intensity of severity 

and their implications define the quality of product. 

The number of defects found in development process and number of defects reported 

by the client after the product is installed or delivered at client-end, define quality of 

product. 

 Process Metrics - In various phases of SDLC, the methods and tools used, the 

company standards and the performance of development are software process metrics. 

 Resource Metrics - Effort, time and various resources used, represents metrics for 

resource measurement. 

PRILIMINARY DESIGN 

The preliminary design is a key step in the early stages of software development, where 

customer requirements and use cases support the creation of the system architecture. User 

Interface documents, screen navigation flow, entity relationship diagrams, and system 

architecture documents are some of the items that should be included in the design. With 

these inputs, the preliminary design will present the visual representation of the system at 

project outset. As developers, we often obtain an assignment and want to go directly into the 

development phase without fully understanding the customer‘s request. However, creating 

the preliminary designs improve Software Development by giving you a floor plan, ensuring 

shared understanding, preventing mistakes, identifying risks, and supporting additional 

research. 

https://www.seguetech.com/services/web/custom-application-development


 

Benefits of a Preliminary Design Phase 

Provides You With A Blue Print: Think of the design as your floor plan for that dream 

house you want. The dream house can‘t be created without detailed planning and design 

based on the contractor‘s understanding of your final vision. This same concept applies when 

it comes to creating software. Once the high-level vision of a system is understood, we need 

to break it down into pieces in order to formulate a plan of action. 

Ensures Shared Understanding: A preliminary design provides a reference point to open a 

dialogue between the development staff and the customer to ensure the application flow is 

adequate. This may be your first opportunity to ensure that your understanding of the 

application as the developer is the same as the customer‘s. 

Prevents Mistakes:  “Measure twice, cut once”; taking the old carpentry advice and 

applying it to software development, the preliminary design helps the developer ensure they 

have included everything they need before getting into the heavy work. It provides an 

opportunity to ensure all data elements are being captured in a clear and concise manner prior 

to full blown development. 

Identifies Risks: During the formulation of a preliminary design, we should always be 

mindful of risks and strive to create an architecture that is flexible and contains reusable 

components. Areas of duplication should be refactored as the design is created and reviewed 

by the development team. As new features are requested a flexible architecture can be easily 

tailored to implement the new changes. 

Supports Additional Solution Research: The preliminary design could also provide time to 

do valuable research by analyzing the success and failures of similar projects. Items such as 

scalability and site demand could greatly benefit from such an analysis. Many times projects 

are viewed as a failure when users aren‘t able to utilize an application. This is usually the 

result of a lack of analysis to determine the necessary infrastructure to support the utilization 

demands once it has been placed into production. 

How to Get Started 

A solid approach to creating a good design would be to first create an application flow chart. 

From there, begin to break things down into features or modules. After isolating the features, 

begin creating graphical user interface (GUI) mock-ups detailing the data elements and the 

initial navigational flow. Create the conceptual database design to include tables, stored 

procedures, etc. needed to implement the feature. After completing the previous artifacts, 

begin creating the middle tier design, keeping in mind how a given feature fits into the 

overall design. Make sure incremental peer reviews are conducted within the team so that the 

developers are in tune with the architecture and areas for improvement can be identified. 

There will undoubtedly be problems that will arise throughout the development process but 

taking the time to think through and document the design strategy will minimize the impact 

to the project in the long run. 



Regardless of the development methodology, the preliminary design should prove to be a 

vital aspect of the formulation of a solution. Sure, taking the time to draft the design may 

seem time consuming but it will save you time in the long run. 

DETAIL DESIGN: 

Software design is a process to transform user requirements into some suitable form, which 

helps the programmer in software coding and implementation. 

For assessing user requirements, an SRS (Software Requirement Specification) document is 

created whereas for coding and implementation, there is a need of more specific and detailed 

requirements in software terms. The output of this process can directly be used into 

implementation in programming languages. 

Software design is the first step in SDLC (Software Design Life Cycle), which moves the 

concentration from problem domain to solution domain. It tries to specify how to fulfill the 

requirements mentioned in SRS. 

Software Design Levels 

Software design yields three levels of results: 

 Architectural Design - The architectural design is the highest abstract version of the 

system. It identifies the software as a system with many components interacting with 

each other. At this level, the designers get the idea of proposed solution domain. 

 High-level Design- The high-level design breaks the ‗single entity-multiple 

component‘ concept of architectural design into less-abstracted view of sub-systems 

and modules and depicts their interaction with each other. High-level design focuses 

on how the system along with all of its components can be implemented in forms of 

modules. It recognizes modular structure of each sub-system and their relation and 

interaction among each other. 

 Detailed Design- Detailed design deals with the implementation part of what is seen 

as a system and its sub-systems in the previous two designs. It is more detailed 

towards modules and their implementations. It defines logical structure of each 

module and their interfaces to communicate with other modules. 

Modularization 

Modularization is a technique to divide a software system into multiple discrete and 

independent modules, which are expected to be capable of carrying out task(s) 

independently. These modules may work as basic constructs for the entire software. 

Designers tend to design modules such that they can be executed and/or compiled separately 

and independently. 

Modular design unintentionally follows the rules of ‗divide and conquer‘ problem-solving 

strategy this is because there are many other benefits attached with the modular design of a 

software. 

Advantage of modularization: 

 Smaller components are easier to maintain 



 Program can be divided based on functional aspects 

 Desired level of abstraction can be brought in the program 

 Components with high cohesion can be re-used again 

 Concurrent execution can be made possible 

 Desired from security aspect 

Concurrency 

Back in time, all software are meant to be executed sequentially. By sequential execution we 

mean that the coded instruction will be executed one after another implying only one portion 

of program being activated at any given time. Say, a software has multiple modules, then 

only one of all the modules can be found active at any time of execution. 

In software design, concurrency is implemented by splitting the software into multiple 

independent units of execution, like modules and executing them in parallel. In other words, 

concurrency provides capability to the software to execute more than one part of code in 

parallel to each other. 

It is necessary for the programmers and designers to recognize those modules, which can be 

made parallel execution. 

Example 

The spell check feature in word processor is a module of software, which runs along side the 

word processor itself. 

Coupling and Cohesion 

When a software program is modularized, its tasks are divided into several modules based 

on some characteristics. As we know, modules are set of instructions put together in order to 

achieve some tasks. They are though, considered as single entity but may refer to each other 

to work together. There are measures by which the quality of a design of modules and their 

interaction among them can be measured. These measures are called coupling and cohesion. 

Cohesion 

Cohesion is a measure that defines the degree of intra-dependability within elements of a 

module. The greater the cohesion, the better is the program design. 

There are seven types of cohesion, namely – 

 Co-incidental cohesion - It is unplanned and random cohesion, which might be the 

result of breaking the program into smaller modules for the sake of modularization. 

Because it is unplanned, it may serve confusion to the programmers and is generally 

not-accepted. 

 Logical cohesion - When logically categorized elements are put together into a 

module, it is called logical cohesion. 

 Temporal Cohesion - When elements of module are organized such that they are 

processed at a similar point in time, it is called temporal cohesion. 



 Procedural cohesion - When elements of module are grouped together, which are 

executed sequentially in order to perform a task, it is called procedural cohesion. 

 Communicational cohesion - When elements of module are grouped together, which 

are executed sequentially and work on same data (information), it is called 

communicational cohesion. 

 Sequential cohesion - When elements of module are grouped because the output of 

one element serves as input to another and so on, it is called sequential cohesion. 

 Functional cohesion - It is considered to be the highest degree of cohesion, and it is 

highly expected. Elements of module in functional cohesion are grouped because they 

all contribute to a single well-defined function. It can also be reused. 

Coupling 

Coupling is a measure that defines the level of inter-dependability among modules of a 

program. It tells at what level the modules interfere and interact with each other. The lower 

the coupling, the better the program. 

There are five levels of coupling, namely - 

 Content coupling - When a module can directly access or modify or refer to the 

content of another module, it is called content level coupling. 

 Common coupling- When multiple modules have read and write access to some 

global data, it is called common or global coupling. 

 Control coupling- Two modules are called control-coupled if one of them decides the 

function of the other module or changes its flow of execution. 

 Stamp coupling- When multiple modules share common data structure and work on 

different part of it, it is called stamp coupling. 

 Data coupling- Data coupling is when two modules interact with each other by 

means of passing data (as parameter). If a module passes data structure as parameter, 

then the receiving module should use all its components. 

Ideally, no coupling is considered to be the best. 

Design Verification 

The output of software design process is design documentation, pseudo codes, detailed logic 

diagrams, process diagrams, and detailed description of all functional or non-functional 

requirements. 

The next phase, which is the implementation of software, depends on all outputs mentioned 

above. 

It is then becomes necessary to verify the output before proceeding to the next phase. The 

early any mistake is detected, the better it is or it might not be detected until testing of the 

product. If the outputs of design phase are in formal notation form, then their associated 

tools for verification should be used otherwise a thorough design review can be used for 

verification and validation. 

By structured verification approach, reviewers can detect defects that might be caused by 

overlooking some conditions. A good design review is important for good software design, 

accuracy and quality. 



UNIT 2 (I) PART 

What is Unit Testing? 

 

UNIT TESTING is a type of software testing where individual units or components of a 

software are tested. The purpose is to validate that each unit of the software code performs as 

expected. Unit Testing is done during the development (coding phase) of an application by 

the developers. Unit Tests isolate a section of code andverify its correctness. A unit may be 

an individual function, method, procedure, module, or object. 

Why Unit Testing? 

 

 

 

 

1. Unit tests help to fix bugs early in the development cycle and save costs. 

2. It helps the developers to understand the code base and enables them to make changes 

quickly 

3. Good unit tests serve as project documentation 

4. Unit tests help with code re-use. Migrate both your code andyour tests to your new 

project. Tweak the code until the tests run again. 

 



How to do Unit Testing 

Unit Testing is of two types 

 Manual 

 Automated 

Unit Testing Tools 

There are several automated tools available to assist with unit testing. We will provide a few 

examples below: 

1. Junit: Junit is a free to use testing tool used for Java programming language.  It 

provides assertions to identify test method. This tool test data first and then inserted in 

the piece of code. 

2. NUnit:  NUnit is widely used unit-testing framework use for all .net languages.  It is 

an open source tool which allows writing scripts manually. It supports data-driven 

tests which can run in parallel. 

3. JMockit:  JMockit is open source Unit testing tool.  It is a code coverage tool with line 

and path metrics. It allows mocking API with recording and verification syntax. This 

tool offers Line coverage, Path Coverage, and Data Coverage. 

4. EMMA:  EMMA is an open-source toolkit for analyzing and reporting code written in 

Java language. Emma support coverage types like method, line, basic block. It is 

Java-based so it is without external library dependencies and can access the source 

code. 

5. PHPUnit: PHPUnit is a unit testing tool for PHP programmer. It takes small portions 

of code which is called units and test each of them separately.  The tool also allows 

developers to use pre-define assertion methods to assert that a system behave in a 

certain manner.  

 

What is Integration Testing? 

 

INTEGRATION TESTING is defined as a type of testing where software modules are 

integrated logically and tested as a group. 

 A typical software project consists of multiple software modules, coded by different 

programmers.  

The purpose of this level of testing is to expose defects in the interaction between these 

software modules when they are integrated 

 Integration Testing focuses on checking data communication amongst these modules. Hence 

it is also termed as 'I & T' (Integration and Testing), 'String Testing' and 

sometimes 'Thread Testing'. 

https://www.guru99.com/junit-tutorial.html
https://nunit.org/
http://jmockit.github.io/index.html
http://emma.sourceforge.net/
https://phpunit.de/


Types Integration Testing? 

 

1. TOP-DWON INTEGRATION TESTING 

2. Bottom UP INTEGRATION TESTING 

 

TOP-DWON INTEGRATION TESTING 

As the name indicated in TOP-DWON INTEGRATION TESTING The high priority 

modules are tested first and then low priority modules .thus we test and integrates the 

individual modulas in decending order /top down manner. 

 

Bottom UP INTEGRATION TESTING 

As the name indicated in Bottom UP INTEGRATION TESTING We test and integrated the 

low priority/level moduls with high priority moduls in assending order/ bottom up manner. 

 

 

 

 

EXAMPLE(Bottom UP Approach ) 

 

 

 

Step1: individual module A is tested. 

Step 2: Module B is tested and if Module B is correct then integrated with module A.  

 

 

 

 

 

                 Module B 

              

Module A MODULE B MODULE C 



 

 

 

 

Step 3: When both module A and B are tested and integrated then module C is tested 

individualy and integrated with the module A ,B as shown. 

 

 

 

 

 

 

               Integrated module 

IN TOP-DWON APPROACH THE INTEGRATED MODULES WILL BE LIKE:-C-

>B->A. 

 

 

 

 

 What is System Testing? Types & Definition with Example? 

 

SYSTEM TESTING is a level of testing that validates the complete and fully integrated 

software product. The purpose of a system test is to evaluate the end-to-end system 

specifications. Usually, the software is only one element of a larger computer-based system. 

Ultimately, the software is interfaced with other software/hardware systems. System Testing 

is actually a series of different tests whose sole purpose is to exercise the full computer-based 

system. 

                                 Module C 

              
 

              Module B 

              

 

                 Module B 

              



 

SYSTEM TESTING is a level of testing that validates the complete and fully integrated 

software product. The purpose of a system test is to evaluate the end-to-end system 

specifications. Usually, the software is only one element of a larger computer-based system. 

Ultimately, the software is interfaced with other software/hardware systems. System Testing 

is actually a series of different tests whose sole purpose is to exercise the full computer-based 

system. 

SYSTEM TESTING IS PERFORMED AFTER INTEGRATION TESTING. 

AND INTEGRATION TESTING IS PERFORMED AFTER UNIT TESTING. 

Different Types of System Testing 

There are more than 50 types of System Testing. For an exhaustive list of software testing 

types click here. Below we have listed types of system testing a large software development 

company would typically use 

1. Usability Testing- mainly focuses on the user's ease to use the application, flexibility 

in handling controls and ability of the system to meet its objectives 

 

 

2.  Load Testing- is necessary to know that a software solution will perform under real-

life loads. 

 

 

3. Regression Testing- involves testing done to make sure none of the changes made 

over the course of the development process have caused new bugs. It also makes sure 

no old bugs appear from the addition of new software modules over time. 

 

 

4. Recovery testing - is done to demonstrate a software solution is reliable, trustworthy 

and can successfully recoup from possible crashes. 

 

 

5. Migration testing- is done to ensure that the software can be moved from older system 

infrastructures to current system infrastructures without any issues. 

 

 

https://www.guru99.com/types-of-software-testing.html
https://www.guru99.com/usability-testing-tutorial.html
https://www.guru99.com/load-testing-tutorial.html
https://www.guru99.com/regression-testing.html


6. Functional Testing - Also known as functional completeness testing, Functional 

Testing involves trying to think of any possible missing functions. Testers might 

make a list of additional functionalities that a product could have to improve it during 

functional testing. 

 

 

7. Hardware/Software Testing - IBM refers to Hardware/Software testing as "HW/SW 

Testing". This is when the tester focuses his/her attention on the interactions between 

the hardware and software during system testing. 

 

 

 

 

Software Evaluation 

A software evaluation is a type of assessment that seeks to determine if software or a 

combination of software programs is the best possible fit for the needs of a given client. 

Types of evaluation 

Many types of evaluation exist, consequently evaluation methods need to be customised 

according to what is being evaluated and the purpose of the evaluation.
1,2

 It is important to 

understand the different types of evaluation that can be conducted over a program‘s life-cycle 

and when they should be used. The main types of evaluation are process, impact, outcome 

and summative evaluation.
1
 

Before you are able to measure the effectiveness of your project, you need to determine if the 

project is being run as intended and if it is reaching the intended audience.
3
 It is futile to try 

and determine how effective your program is if you are not certain of the objective, structure, 

programing and audience of the project. This is why process evaluation should be done prior 

to any other type of evaluation.
3 

 

 

 

Process evaluation 

 

Process evaluation is used to ―measure the activities of the program, program quality and 

who it is reaching‖
3
 Process evaluation, as outlined by Hawe and colleagues

3
 will help 

answer questions about your program such as: 

 Has the project reached the target group? 

 Are all project activities reaching all parts of the target group? 

 Are participants and other key stakeholders satisfied with all aspects of the project? 

https://www.guru99.com/functional-testing.html
https://www.guru99.com/functional-testing.html
https://www.wisegeek.com/what-are-software-programs.htm
http://mypeer.org.au/monitoring-evaluation/types-of-evaluation/


 Are all activities being implemented as intended? If not why? 

 What if any changes have been made to intended activities? 

 Are all materials, information and presentations suitable for the target audience? 

 

 

 

Impact evaluation 

Impact evaluation is used to measure the immediate effect of the program and is aligned with 

the programs objectives. Impact evaluation measures how well the programs objectives (and 

sub-objectives) have been achieved.
1,3

 

Impact evaluation will help answer questions such as: 

 How well has the project achieved its objectives (and sub-objectives)? 

 How well have the desired short term changes been achieved? 

For example, one of the objectives of the My-Peer project is to provide a safe space and 

learning environment for young people, without fear of judgment, misunderstanding, 

harassment or abuse. Impact evaluation will assess the attitudes of young people towards the 

learning environment and how they perceived it. It may also assess changes in participants‘ 

self esteem, confidence and social connectedness. 

Impact evaluation measures the program effectiveness immediate after the completion of the 

program and up to six months after the completion of the program. 

 

Outcome evaluation 

 

Outcome evaluation is concerned with the long term effects of the program and is 

generally used to measure the program goal. Consequently, outcome evaluation 

measures how well the program goal has been achieved.
1,3

 

Outcome evaluation will help answer questions such as: 

 Has the overall program goal been achieved? 

 What, if any factors outside the program have contributed or hindered the desired 

change? 

 What, if any unintended change has occurred as a result of the program? 

In peer-based youth programs outcome evaluation may measure changes to: mental and 

physical wellbeing, education and employment and help-seeking behaviours. 

Outcome evaluation measures changes at least six months after the implementation of 

the program (longer term). Although outcome evaluation measures the main goal of the 

program, it can also be used to assess program objectives over time. It should be noted 

that it is not always possible or appropriate to conduct outcome evaluation in peer-based 

programs. 

 

Summative evaluation 

At the completion of the program it may also be valuable to conduct summative evaluation. 

This considers the entire program cycle and assists in decisions such as: 

 Do you continue the program? 

 If so, do you continue it in its entirety? 

 Is it possible to implement the program in other settings? 

 How sustainable is the program? 

 What elements could have helped or hindered the program? 

 What recommendations have evolved out of the program?
3,4

 



 

 

 

 

 

 

 

 

 

 

UNIT 2 II PART 

What is Defect ? 

Definition: A defect is an error or a bug, in the application which is created. A programmer 

while designing and building the software can make mistakes or error. These mistakes or 

errors mean that there are flaws in the software. These are called defects. 

 When actual result deviates from the expected result while testing a software 

application or product then it results into a defect. Hence, any deviation from the 

specification mentioned in the product functional specification document is a defect. 

In different organizations it‘s called differently like bug, issue, incidents or problem. 

 

 When the result of the software application or product does not meet with the end user 

expectations or the software requirements then it results into a Bug or Defect. These 

defects or bugs occur because of an error in logic or in coding which results into 

the failure or unpredictable or unanticipated results. 

 

 

 

Common Types of Defects 

http://tryqa.com/what-is-a-failure-in-software-testing/


Following are the common types of defects that occur during development: 

 Arithmetic Defects 

 Logical Defects 

 Syntax Defects 

 Multithreading Defects 

 Interface Defects 

 Performance Defects 

Classification  

1.Severity / Impact ( Defect Severity ) 

DEFECT SEVERITY or Impact is a classification of software defect (bug) to indicate the 

degree of negative impact on the quality of software. 

ISTQB Definition 

 severity: The degree of impact that a defect has on the development or operation of a 

component or system. 

Classification of severity: 

The actual terminologies, and their meaning, can vary depending on people, projects, 

organizations, or defect tracking tools, but the following is a normally accepted classification. 

 Critical: The defect affects critical functionality or critical data. It does not have a 

workaround. Example: Unsuccessful installation, complete failure of a feature. 

 Major: The defect affects major functionality or major data. It has a workaround but 

is not obvious and is difficult. Example: A feature is not functional from one module 

but the task is doable if 10 complicated indirect steps are followed in another 

module/s. 

 Minor: The defect affects minor functionality or non-critical data. It has an easy 

workaround. Example: A minor feature that is not functional in one module but the 

same task is easily doable from another module. 

 Trivial: The defect does not affect functionality or data. It does not even need a 

workaround. It does not impact productivity or efficiency. It is merely an 

inconvenience. Example: Petty layout discrepancies, spelling/grammatical errors. 

Severity is also denoted as: 

 S1 = Critical 

 S2 = Major 

 S3 = Minor 

 S4 = Trivial 

 

http://softwaretestingfundamentals.com/defect-severity/


 Caution 

Defect Severity is one of the most common causes of feuds between Testers and Developers. 

A typical situation is where a Tester classifies the Severity of Defect as Critical or Major but 

the Developer refuses to accept that: He/she believes that the defect is of Minor or Trivial 

severity. 

 

2.Probability / Visibility ( Defect Probability) 

 

DEFECT PROBABILITY, also known as Defect Visibility or Bug Probability or Bug 

Visibility,  indicates the likelihood of a user encountering the defect / bug. 

 High: Encountered by all or almost all the users of the feature 

 Medium: Encountered by about 50% of the users of the feature 

 Low: Encountered by very few users of the feature 

Defect Probability can also be denoted in percentage (%). 

 

3.Related Module /Component 

Related Module / Component indicates the module or component of the software where the 

defect was detected. This provides information on which module / component is buggy or 

risky. 

 Module/Component A 

 Module/Component B 

 Module/Component C 

 … 

4.Phase Detected 

Phase Detected indicates the phase in the software development lifecycle where the defect 

was identified. 

 Unit Testing 

 Integration Testing 

 System Testing 

 Acceptance Testing 

5.Phase Injected 

Phase Injected indicates the phase in the software development lifecycle where the bug was 

introduced. Phase Injected is always earlier in the software development lifecycle than the 

Phase Detected. Phase Injected can be known only after a proper root-cause analysis of the 

bug. 

 Requirements Development 

http://softwaretestingfundamentals.com/defect-probability/


 High Level Design 

 Detailed Design 

 Coding 

 Build/Deployment 

What is Defect Logging and Tracking/ Identification? 

 

Identifications of software  defects is important for improving the quality of software systems 

to facilitate their development.  

 

As the name indicates defect identification is a process to explore the defects by which the 

software is not performing its required functionality or produce incorrect results.  

 

Due to bugs  the software applications does not performe its required functionaliy which are 

expected. 

 

So its is necessary to identify and correct the defects in the developed software.  

 

Defect logging, a process of finding defects in the application under test or product by testing 

or recording feedback from customers and making new versions of the product that fix the 

defects or the clients feedback. 

Defect tracking is an important process in software engineering as Complex and business 

critical systems have hundreds of defects. One of the challenging factors is Managing, 

evaluating and prioritizing these defects. The number of defects gets multiplied over a 

period of time and to effectively manage them, defect tracking system is used to make the 

job easier. 

 

 

Defect Tracking Parameters 

Defects are tracked based on various parameters such as: 

 Defect Id 

 Priority 

 Severity 

 Created by 

 Created Date 

 Assigned to 

 Resolved Date 

 Resolved By 

 Status 



 

 

 

 

 

 

What is Defect Life Cycle? 

Defect life cycle, also known as Bug Life cycle is the journey of a defect cycle, which a 

defect goes through during its lifetime. It varies from organization to organization and also 

from project to project as it is governed by the software testing process and also depends 

upon the tools used 

 

 

 

 

 

 

Defect Life Cycle - Workflow: 

 

 



 

 

 

Bug or defect life cycle includes following steps or status: 

 New:  When a defect is logged and posted for the first time. It‘s state is given as new. 

 Assigned:  After the tester has posted the bug, the lead of the tester approves that the 

bug is genuine and he assigns the bug to corresponding developer and the developer 

team. It‘s state given as assigned. 

http://tryqa.com/what-is-defect-or-bugs-or-faults-in-software-testing/


 

 Open:  At  this state the developer has started analyzing and working on the defect 

fix. 

 

 Fixed:  When developer makes necessary code changes and verifies the changes then 

he/she can make bug status as ‗Fixed‘ and the bug is passed to testing team. 

 

 Pending retest:  After fixing the defect the developer has given that particular code 

for retesting to the tester. Here the testing is pending on the testers end. Hence its 

status is pending retest. 

 Retest:  At this stage the tester do the retesting of the changed code which developer 

has given to him to check whether the defect got fixed or not. 

 

 Verified:  The tester tests the bug again after it got fixed by the developer. If the bug 

is not present in the software, he approves that the bug is fixed and changes the status 

to ―verified‖. 

 

 Reopen:  If the bug still exists even after the bug is fixed by the developer, the tester 

changes the status to ―reopened‖. The bug goes through the life cycle once again. 

 

 Closed:  Once the bug is fixed, it is tested by the tester. If the tester feels that the bug 

no longer exists in the software, he changes the status of the bug to ―closed‖. This 

state means that the bug is fixed, tested and approved. 

 

 

 Duplicate: If the bug is repeated twice or the two bugs mention the same concept of 

the bug, then one bug status is changed to ―duplicate“. 

 

 Rejected: If the developer feels that the bug is not genuine, he rejects the bug. Then 

the state of the bug is changed to ―rejected‖. 

 

http://tryqa.com/what-is-retesting/
http://tryqa.com/what-is-verification-in-software-testing-or-what-is-software-verification/


 Deferred: The bug, changed to deferred state means the bug is expected to be fixed in 

next releases. The reasons for changing the bug to this state have many factors. Some 

of them are priority of the bug may be low, lack of time for the release or the bug may 

not have major effect on the software. 

 

 Not a bug:  The state given as ―Not a bug‖ if there is no change in the functionality of 

the application. For an example: If customer asks for some change in the look and feel 

of the application like change of colour of some text then it is not a bug but just some 

change in the look of the application. 

 

Definition - What does Defect Analysis mean? 

 Defect analysis is part of the continuous quality improvement planing in which 

defects are classified into different categories and are also used to identify the 

possible causes in order to prevent the problems from occurring. It helps projects to 

identify how issues can be prevented and in reducing or eliminating significant 

numbers of defects from being injected into the system. 

 Defect analysis focuses on developing solutions to attack root causes of different 

commonly occurring defects. 

 

 Thus, it aims at higher productivity and quality in future iterations by making use of 

the experience in its current iteration. The steps involved during defect analysis are 

collating defect data at the end of each iteration, identification of common defects 

with the help of different analysis techniques, performing causal analysis and 

prioritizing root causes, identification and development of solutions for root causes, 

implementation of solutions and review of the status of defect analysis at the end of 

the next iteration. 

 

 Defect analysis can be used for measurement of change before and after the 

introduction of the improvements. Defect analysis helps in improving both 

productivity and quality. It also helps in reducing the effort needed for defect removal 

on a long-term basis. 

 

 

Definition - What does Correction Of Defects? 

―Correction Of Defects ―as the name indicates is a process of removing the bugs in the  

software which is being developed. 

 First of all the ―Defects Identifications ―is done.  .   

After this the defects analysis is done. 

 

 After completions of both two steps the correction of defects is done 

http://tryqa.com/what-is-the-difference-between-severity-and-priority/


 

How to implements Correction Of Defects? 

To understand correction of defects we have to figure out defect management process. 

Defect Management is a systematic process to identify and fix bugs. A defect management 

cycle contains the following stages 1) Discovery of Defect, 2) Defect Categorization 3) 

Fixing of Defect by developers 4) Verification by Testers, 5) Defect Closure 6) Defect 

Reports at the end of project 

 

 

 

Discovery 

In the discovery phase, the project teams have to discover as many defects 

as possible, before the end customer can discover it. A defect is said to be discovered and 

change to status accepted when it is acknowledged and accepted by the developers 

 



 

 

 

 

Categorization 

Defect categorization help the software developers to prioritize their tasks. That means that 

this kind of priority helps the developers in fixing those defects first that are highly crucial. 

 

Resolution 

Once the defects are accepted and categorized, you can follow the following steps to fix the 

defect. 

 Assignment: Assigned to a developer or other technician to fix, and changed the 

status to Responding. 

 Schedule fixing: The developer side take charge in this phase. They will create a 

schedule to fix these defects, depend on the defect priority. 



 Fix the defect: While the development team is fixing the defects, the Test Manager 

tracks the process of fixing defect compare to the above schedule. 

 Report the resolution: Get a  report of the  resolution from developers when defects 

are fixed. 

Verification 

After the development team fixed and reported the defect, the testing team verifies that the 

defects are actually resolved. 

For example, in the above scenario, when the development team reported that they already 

fixed 61 defects, your team would test again to verify these defects were actually fixed or not. 

Closure 

Once a defect has been resolved and verified, the defect is changed status as closed. If not, 

you have send a notice to the development to check the defect again. 

Reporting 

The management board has right to know the defect status. They must understand the defect 

management process to support you in this project. Therefore, you must report them the 

current defect situation to get feedback from them. 

ERROR Reporting 

As the name indicates error reporting is a systematic process of evaluating and inform the 

bugs to the text manager  

So that the text manager can inform or report to the development team to fix the bugs. 

 

 



 

 

IN THE NEXT WEEK 

 
 

 

What is Regression Testing? Definition, Test Cases (Example) 

REGRESSION TESTING is defined as a type of software testing to confirm that a recent 

program or code change has not adversely affected existing features. 

Regression Testing is nothing but a full or partial selection of already executed test cases 

which are re-executed to ensure existing functionalities work fine. 

This testing is done to make sure that new code changes should not have side effects on the 

existing functionalities. It ensures that the old code still works once the latest code changes 

are done. 

 

Need of Regression Testing 

 

Regression Testing is required when there is a 

 Change in requirements and code is modified according to the requirement 

 New feature is added to the software 

 Defect fixing 



 Performance issue fix  

How to do Regression Testing 

Software maintenance is an activity which includes enhancements, error corrections, 

optimization and deletion of existing features. These modifications may cause the system to 

work incorrectly. Therefore, Regression Testing becomes necessary. Regression Testing can 

be carried out using the following techniques: 

 

 

 

  

. Retest All 

 This is one of the methods for Regression Testing in which all the tests in the existing 

test bucket or suite should be re-executed. This is very expensive as it requires huge 

time and resources. 

Regression Test Selection 

 Instead of re-executing the entire test suite, it is better to select part of the test suite to 

be run 

 Test cases selected can be categorized as 1) Reusable Test Cases 2) Obsolete Test 

Cases. 

 Re-usable Test cases can be used in succeeding regression cycles. 

 Obsolete Test Cases can't be used in succeeding cycles. 

Prioritization of Test Cases 

 Prioritize the test cases depending on business impact, critical & frequently used 

functionalities. Selection of test cases based on priority will greatly reduce the 

regression test suite. 

Regression Testing Tools 



 Selenium: 

 Ranorex Studio 

 Quick Test Professional (QTP): 

 

 

UNIT: 3 

TREND ANALYSIS 

What is an Error? 

When the system produces an outcome, which is not the expected one or a consequence of a 

particular action, operation, or course, is known as error. 

Error or mistake leads to a defect and usually raises due to various reasons. It may be system 

specification issue or design issue or coding issue, which leads to a defect. Error leads to 

defects and if the defect uncovered by QA leads to Failure. 

What is an Error Guessing? 

Error guessing is a testing technique that makes use of a tester's skill, intuition and 

experience in testing similar applications to identify defects that may not be easy to capture 

by the more formal techniques. It is usually done after more formal techniques are 

completed. 

Drawbacks of Error Guessing? 

The main drawback of error guessing is it depends on the experience of the tester, who is 

deploying it. On the other hand, if several testers contribute to the process then the outcome 

can be more effective. 

The defect and failure list can be used as the basis of a set of tests and this systematic 

approach is known as fault attack. 

What is Error Seeding? 

It is a process of consciously adding of errors to the source code, which can be used to 

evaluate the amount of residual errors after the system software test phase. After adding the 

errors to the source code, one can try to estimate the number of "real" errors in the code 

based on the number of seeded errors found. 

Details of ScientificErrorAnalysis 

 Description 

 

•  In ScientificErrorAnalysis, a structure that has numerical quantities with 

associated errors is called a quantity-with-error structure.  Instances of such structures, 

which have a particular quantity and error, are called quantities-with-error. 

•  There is a quantity-with-error structure native to ScientificErrorAnalysis, constructed 

using the Quantity constructor. 

https://www.guru99.com/selenium-tutorial.html
https://bit.ly/2XolITW
https://www.guru99.com/quick-test-professional-qtp-tutorial.html
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fQuantity


>  with(ScientificErrorAnalysis): 

>  Quantity( 10., 1. ); 

Quantity(10.,1.) (1) 

   In the above, the first argument is the central value and the second argument is the 

associated error, which can be specified in absolute, relative, or units in the least digit 

form.  In the returned object, the error is in absolute form. 

•  The minimal interpretation placed on a quantity-with-error by ScientificErrorAnalysis is 

that of an unknown value with central tendency, where the error value is some statistical 

measure of the spread of the distribution of particular values (as obtained from an 

experiment or trial, for example). 

   Nevertheless, many calculations of both error analysis and 

the ScientificErrorAnalysis package are only strictly valid for Gaussian 

distributions.  However, in any particular application, this condition may not be strictly 

satisfied, and the interpretation of error values is the responsibility of the application. 

   What the ScientificErrorAnalysis package does not do is perform what is called interval 

arithmetic.  The error value of an object in the ScientificErrorAnalysis package does 

not represent an interval in which possible values must be contained. 

•  To extract the central value and error of a quantity-with-error, for example the above object, 

use evalf and GetError. 

>  x := (1): 

>  evalf( x ), GetError( x ); 

10.,1. (2) 

•  The central feature of ScientificErrorAnalysis is the ability to combine quantities-with-

error in a mathematical expression, that is, to propagate the errors through an 

expression.  This is done using combine/errors. 

>  y := Quantity( 20., 1. ); 

y≔Quantity(20.,1.) (3) 

>  combine( x*y, errors ); 

Quantity(200.,22.36067977) (4) 

   The significance of this result is that, because x and y are uncertain quantities, the product 

has an uncertainty, as given by the error in the result.  In the theory of error analysis, this is 

called error propagation.  (Again, these errors do not represent closed intervals.) 

•  In an error, usually only 1 or 2 digits are meaningful.  To appropriately round a result, 

use ApplyRule with a rounding rule. 

>  ApplyRule( (4), round[2] ); 

Quantity(200.,22.) (5) 

   A rounding rule can be directly specified in combine/errors. 

>  combine( x*y, errors, rule=round[2] ); 

Quantity(200.,22.) (6) 

https://www.maplesoft.com/support/help/Maple/view.aspx?path=evalf
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fGetError
https://www.maplesoft.com/support/help/Maple/view.aspx?path=combine%2ferrors
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fApplyRule


   Alternatively, the default rounding rule used by combine/errors can be changed. 

>  UseRule( round[2] ); 

>  combine( x*y, errors ); 

Quantity(200.,22.) (7) 

>  UseRule( digits ); 

   Several rounding rules are available in ScientificErrorAnalysis, and more can be added by 

the user. 

•  Errors can be propagated through any differentiable function. 

>  combine( x*exp(0.1*y), errors ); 

Quantity(73.89056099,10.44970335) (8) 

•  Correlations can be defined between quantities-with-error. 

>  SetCorrelation( x, y, 0.3 ); 

>  combine( x*y, errors ); 

Quantity(200.,24.89979920) (9) 

   See SetCorrelation and GetCorrelation for more information. 

   For more information on error propagation, see any text on error analysis for the physical 

sciences. 

•  Other quantity-with-error structures are the Constant( ) and Element( ) objects of 

the ScientificConstants package.  For example: 

>  ScientificConstants:-Constant( G ); 

Constant(G) (10) 

>  combine( (10), errors ); 

Quantity(6.6740810−11,3.10000000010−15) (11) 

•  Quantity-with-error structures are defined using the AddStructure command. 

•  Quantity-with-error structures can be defined so that their objects are defined as functions 

of other objects.  In such cases, Variance, Covariance, and combine/errors use this 

functional dependence. For more information, see Variance, Covariance, 

and combine/errors. 

   The derived Constants of ScientificConstants are treated as quantities-with-error with 

functional dependence by ScientificErrorAnalysis.  For example: 

>  ScientificConstants:-GetConstant( m[e] ); 

electron_mass,symbol=me,derive=2R∞hcα2 (12) 

>  combine( ScientificConstants:-Constant( m[e] ), errors ); 

Quantity(9.10938356010−31,1.11429543810−38) (13) 

   

https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2frules
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fSetCorrelation
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fGetCorrelation
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificConstants
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fAddStructure
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fVariance
https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fCovariance
https://www.maplesoft.com/support/help/Maple/view.aspx?path=combine%2ferrors


 

Although ScientificErrorAnalysis and ScientificConstants are separate 

packages, there are many connections between them. 
 

 Relationship of ScientificConstants to ScientificErrorAnalysis 

 

•  The Constant() and Element() objects of ScientificConstants represent 

quantities with associated uncertainties. The method to access the 

uncertainties (that is, the ScientificConstants[GetError] command) is 

available to ScientificErrorAnalysis because it has been added 

using ScientificErrorAnalysis[AddStructure]. 

   Hence, to ScientificErrorAnalysis, 

the Constant() and Element() objects of ScientificConstants are 

quantities-with-error, and can be included in error analysis calculations, 

for example, with combine/errors. 

   Furthermore, the derivations of the derived physical constants 

of ScientificConstants are also available 

to ScientificErrorAnalysis (because they have been added 

using ScientificErrorAnalysis[AddStructure]), allowing the derived 

constants to be treated as quantities-with-error with functional 

dependence. 

•

  

ScientificErrorAnalysis has defined a correlation matrix between 18 of 

the nonderived physical constants 

of ScientificConstants (using ScientificErrorAnalysis[SetCorrelation]).  

This reflects the statistical dependence of their uncertainties as 

determined by the CODATA 1998 Adjustment. See Initial Physical 

Constants for an overview of the CODATA 1998 Adjustment. 

 

  

If ScientificErrorAnalysis[Variance] or ScientificErrorAnalysis[Covarianc

e] is called with derived physical constant arguments (for example, 

from combine/errors or ScientificConstants[GetError]), the usual formula 

of error analysis involving a first-order expansion is used to calculate the 

covariance or variance, which uses the correlation matrix.  This is 

essentially the method of extending the covariance matrix for the duration 

of the calculation. 
 

 Relationship of ScientificErrorAnalysis to ScientificConstants 

 

•  ScientificConstants uses ScientificErrorAnalysis to calculate the errors 

of derived physical constants (using ScientificErrorAnalysis[Variance]). 

   See Initial Physical Constants for an overview of the constant derivations, 

as determined by the CODATA 1998 Adjustment. 
 

 GetError Commands 

 

•  The ScientificConstants[GetError] command accepts 

only ScientificConstants objects. 

   However, the ScientificErrorAnalysis[GetError] command accepts any 

quantity-with-error because the methods used to access them have been 

made available with ScientificErrorAnalysis[AddStructure]). 

   Therefore, it is recommended that if short form command calling 

sequences are used for both packages, with(ScientificErrorAnalysis) be 

performed after with(ScientificConstants). 
 

 Relevance of Systems of Units in ScientificConstants to 

ScientificErrorAnalysis 

 

•  Because ScientificErrorAnalysis stores correlation coefficients, it 

neither has nor requires explicit recognition of systems of units. 
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   Of course, variances and covariances involving physical constants are not 

scale-free, but these are calculated naturally and correctly 

by ScientificErrorAnalysis in the implied system of units because central 

values and errors are obtained from the interface to ScientificConstants. 

   Unusual cases are possible involving the covariance between the same 

physical constant in different systems, but expected results are obtained. 

See Covariance. 
  

What Is Software Quality? 

Software quality measures whether software satisfies its requirements. Software requirements 

are classified as either functional or non-functional. 

Functional requirements specify what the software should do. Functional requirements 

could be calculations, technical details, data manipulation and processing, or any other 

specific function that defines what an application is meant to accomplish. 

Non-functional requirements specify how the system should work. Also known as ―quality 

attributes‖ non-functional requirements include things like disaster recovery, portability, 

privacy, security, supportability, and usability. 

Several factors contribute to software quality. We‘ll look at the important aspects of software 

quality and some practical ways of measuring them so that you can ensure every piece of 

code you deploy into production satisfies its requirements. 

Note that most factors indicating software quality fit into the non-functional requirements 

category. And, while it‘s obviously important that software does what it‘s built to do, this is 

the bare minimum you would expect from any application. Let‘s see what it takes to aim 

higher. 

Quality Aspects and Factors 

The CISQ software quality model provides a good base for understanding software quality. 

You can combine the quality aspects outlined in this model with other relevant factors to get 

a holistic view of software quality. 

The CISQ Software Quality Model 

The CISQ software quality model defines four important indicators of software quality: 

 Reliability 

 Performance efficiency 

 Security 

 Maintainability 

https://www.maplesoft.com/support/help/Maple/view.aspx?path=ScientificErrorAnalysis%2fCovariance
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Reliability is the risk of software failure and the stability of a program when exposed to 

unexpected conditions. Reliable software has minimal downtime, good data integrity, and no 

errors that directly affect users. 

Performance efficiency refers to an application‘s use of resources and how that affects its 

scalability, customer satisfaction, and response times. Software architecture, source code 

design, and individual architectural components all contribute to performance efficiency. 

Security assesses how well an application protects information against the risk of software 

breaches. The quantity and severity of vulnerabilities found in a software system are 

indicators of its security level. Poor coding and architectural weaknesses often lead to 

software vulnerabilities. 

Maintainability is the ease with which you can modify software, adapt it for other purposes, 

or transfer it from one development team to another. Compliance with software architectural 

rules and use of consistent coding across the application combine to make software 

maintainable. 

Additional Aspects and Factors 

The CISQ model provides a good platform for understanding software quality, but you can 

consider other aspects alongside CISQ to get a more holistic view of quality. 

Rate of Delivery 

Rate of delivery means how often new versions of software are shipped to customers. Since a 

new software version typically comes with improvements that directly impact users, you can 

infer that higher rates of delivery correspond to better quality software for customers. 

Testability 

Quality software requires a high degree of testability. Finding faults in software with high 

testability is easier, making such systems less likely to contain errors when shipped to end 

users. The harder it is to provide quality assurance, the tougher time you‘ll have ensuring that 

quality applications are deployed into production. 

Usability 

The user interface is the only part of the software visible to users, so it‘s vital to have a good 

UI. Simplicity and task execution speed are two factors that lead to a better UI. 

Returning briefly to the functional and non-functional requirements that affect software 

quality, usability is a non-functional requirement. Consider an airline booking system that 

allows you to book flights (functional requirement).  If that system is slow and frustrating to 

use (non-functional requirement), then the software quality is low. 

https://www.altexsoft.com/whitepapers/quality-assurance-quality-control-and-testing-the-basics-of-software-quality-management/


 

How to Measure Software Quality 

Below are some examples of test metrics and methods for measuring the important aspects of 

software quality. Efficient measuring and testing of your software for quality is the only way 

to maximize the chances of releasing high-quality software in today‘s fast-paced 

development environments. 

You can measure reliability by counting the number of high priority bugs found in 

production. You can also use load testing, which assesses how well the software functions 

under ordinary conditions of use. It‘s important to note that ―ordinary conditions of use‖ can 

vary between low loads and high loads—the point is that such environments are expected. 

Load testing is also useful for measuring performance efficiency. Stress testing is an 

important variation on load testing used to determine the maximum operating capacity of an 

application. 

Stress testing is conducted by inundating software with requests far exceeding its normal and 

expected patterns of use to determine how far a system can be pushed before it breaks. With 

stress testing, you get insight into the recoverability of the software when it breaks—ideally, 

a system that fails should have a smooth recovery. 

You can measure security by assessing how long it takes to patch or fix software 

vulnerabilities. You can also check actual security incidents from previous software versions, 



including whether the system was breached and if any breaches caused downtime for users. 

All previous security issues should, of course, be addressed in future releases. 

Counting the number of lines of code is a simple measure of maintainability—software with 

more lines of code is harder to maintain, meaning changes are more likely to lead to errors. 

There are several detailed test metrics used to check the complexity of code, such as 

cyclomatic complexity, which counts the amount of linearly independent paths through a 

program‘s source code. 

The advice issued by NIST for cyclomatic complexity is that a value above 10 signifies a 

potentially risky codebase in terms of possible defects. Software testing tools such as Visual 

Studio can measure the cyclomatic complexity test metric for you. 

You can check the rate of delivery by counting the number of software releases. Another 

measure is the number of ―stories‖ or user requirements shipped to the user. 

You can test the GUI to make sure it‘s simple and not frustrating for end users. The problem 

is that GUI testing is complex and time-consuming – there are many possible GUI operations 

and sequences that require testing in most software. And that means it takes a long time to 

design test cases. 

The complexity of GUI testing competes with the objective of releasing software quickly, 

which has necessitated the implementation of automated testing. Several test suites that 

completely simulate user behavior are available. Consider Abbot, eggPlant, and Selenium. 

ERROR QUANTITY  

The definition of error adopted from cognitive psychology and used in the IOM report is ―the 

failure of a planned action to be completed as intended or the use of a wrong plan to achieve 

an aim.‖ 
3
 Researchers have observed recurring patterns in the kinds of errors people make in 

ordinary life. They have categorized types of errors on the basis of how those errors relate to 

particular aspects of normal thought processes. James Reason has summarized the history of 

this work, added his own insights, and integrated this body of knowledge into a powerful set 

of analytic principles. 
4
 

This theoretical framework identifies three types of error: slips, lapses, and mistakes. Slips 

are observable actions that deviate from what was planned (for example, pouring coffee into 

the sugar bowl). Lapses are usually failures of memory that also result in planned actions not 

being carried out (such as going to a bookshelf to retrieve a dictionary but removing a novel 

instead). While slips and lapses are errors of execution, mistakes involve failures of reasoning 

that result in the choice of a plan that is inadequate to achieve the intended objective (for 

example, selecting a half-inch wrench to turn a three-quarter-inch bolt). Each of these kinds 

of errors can be further subtyped based on the cognitive processes associated with it, and each 

has different implications for remediation. 

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication500-235.pdf
https://www.healthaffairs.org/doi/full/10.1377/hlthaff.20.3.68#R3
https://www.healthaffairs.org/doi/full/10.1377/hlthaff.20.3.68#R4


Reason has used this formulation of error to explain the relationship between errors made by 

individuals and calamities such as the Challenger disaster and the Chernobyl nuclear reactor 

accident. 
5
 These catastrophes, which Reason terms ―organizational accidents,‖ are not the 

result of single, identifiable errors made by single individuals. Rather, a series of individual 

errors occurs. To prevent a calamity, the organization‘s defenses must be able to intercept or 

―absorb‖ the errors. Yet every organization experiences weaknesses in its defensive systems. 

It is the interaction between the errors of individuals (―active errors‖) and these system flaws 

(―latent conditions‖) that leads to harm. These insights have just begun to influence thinking 

about errors in health care. 
6
 

QUALITY AND ERROR. 

In the words of the IOM‘s 1990 definition, ―Quality of care is the degree to which health 

services for individuals and populations increase the likelihood of desired health outcomes 

and are consistent with current professional knowledge.‖ 
7
 Three kinds of quality problems 

expose patients to harm by decreasing the likelihood of desired outcomes. 
8
 Overuse occurs 

when we provide health services even though their risk exceeds their benefit. Underuse 

occurs when we fail to provide effective care that would improve outcomes. Misuse occurs 

when we provide appropriate care without the requisite skill, thereby increasing the risk of 

complications. 

So how can we integrate these two bodies of thought on quality and errors? We suggest that 

Reason‘s analytic formulations of errors and organizational accidents provide important new 

insights into the nature of our quality problems. Although the IOM report focused on errors 

leading to misuse, errors trigger all three types of quality problems. But not all errors lead to 

quality problems—only those errors that decrease the likelihood of desired health outcomes 

do so. A patient need not suffer an injury as the result of an error to characterize its effect as a 

quality problem; all that is required is that the error decrease the likelihood of a desired 

outcome. Thus, quality problems include both near misses and actual injuries. At the same 

time, not all injuries that occur during the course of medical care are associated with errors. 

Injuries not associated with errors do not represent quality problems. 

For example, giving an antibiotic to a patient with a cold is an error (the use of a wrong plan, 

since antibiotics do not kill the viruses that cause colds). This error can be further categorized 

as a mistake. It causes a quality problem because such patients are needlessly exposed to the 

risk of adverse drug reactions and infections with antibiotic-resistant organisms. On the other 

hand, if a patient without a known allergy to penicillin has a severe allergic reaction after it is 

appropriately prescribed, he suffers an injury due to medical care (often called an adverse 

event). But it is not a quality problem, because no errors were made. 

Errors that lead to overuse are typically mistakes. Errors that lead to underuse, such as failing 

to administer influenza vaccine to an elderly patient during an office visit for hypertension, 

can be either lapses or mistakes. Misuse problems can be associated with all three kinds of 

errors. Medication errors, for example, may occur when a physician who intends to write a 

prescription for 0.5 milligrams of a drug instead writes 5 milligrams (a slip). A nurse may 

deliver a dose of a medication hours late because of a lapse. Mistakes occur when physicians 

fail to decrease medication dosages appropriately in patients with poor kidney function. 

Within complex health care delivery settings, we often observe the same patterns of 

individual errors and system flaws that Reason describes in his analysis of organizational 
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accidents. Studies of medication errors that lead to injuries, for example, have found that 

multiple individual errors frequently occur in the setting of several dysfunctional systems (for 

example, those that attempt to verify patient identity or assure that information on allergies is 

always available) that fail to prevent the errors from resulting in harm. 
9
 Similar patterns 

emerge from root-cause analyses of errors in which surgeons have operated on the wrong side 

of a patient‘s body. 
10

 

THE MAGNITUDE OF THE PROBLEM 

Current evidence is overwhelming that errors and the three types of quality problems to 

which they lead harm millions of Americans every year. The evidence underlying this 

conclusion has been assembled and evaluated by a presidential commission, academic 

experts, and an interdisciplinary roundtable sponsored by the IOM. 
11

 Studies of overuse have 

found that twenty-four million Americans received antibiotics for colds and other upper 

respiratory viral infections in 1992; 16 percent of hysterectomies performed on women 

enrolled in a group of seven managed care plans were inappropriate; and 23 percent of 

recommended tympanostomy tube insertions (the most common surgical procedure of 

childhood) had inadequate clinical justification. 
12

 Recent Medicare data, primarily about 

underuse, from every state, show that in the median state only 55 percent of hospitalized 

patients with atrial fibrillation in 1998–99 received anticoagulation, a treatment proven to 

reduce the risk of stroke. 
13

 Medication errors, perhaps the most common misuse problem, 

caused preventable injuries to hospitalized patients at a rate of about ten per week at each of 

two large (700-bed) urban teaching hospitals; one-fifth were life-threatening. 
14

 The data are 

clear. Although the United States may have the capacity to produce the finest health care in 

the world, it fails to do so with a regularity that is shocking. 

TWO PATTERNS OF ERROR. 

Two fundamentally different patterns of medical error deserve emphasis. Some health care 

providers are incompetent, impaired, or corrupt and make errors repeatedly despite multiple 

attempts at remediation. On the other hand, even the most highly trained and proficient 

professionals occasionally make mistakes. Although the types of errors made in these two 

sets of circumstances may at times be similar, they require very different improvement 

strategies. Addressing the latter requires major changes in the processes and systems through 

which health care is delivered, aiming to surround fallible individuals with mechanisms that 

prevent their unavoidable human limitations from leading to errors that do harm. Although 

most of our analysis focuses on this pattern of error, we must pay attention to both. System 

improvement can prevent some of the errors made by egregiously poor physicians from doing 

harm. Often, however, these physicians have distanced themselves from organizations such 

as hospitals or medical groups whose systems could affect them. Today‘s disciplinary 

systems neither adequately identify these doctors nor mete out timely, appropriate 

punishment. 
15

 We also emphasize that focusing on system improvement does not absolve 

individual practitioners from the responsibility to pursue excellence in the care they provide. 

RECENT TRENDS IN ERRORS 

Very few studies have addressed how the magnitude of these problems has changed over 

time. There is good reason to believe, however, that the frequency and adverse impact of 

serious errors in medicine may be rising. Overall, evidence of improvement is weak. 

Sustained efforts, especially those involving multiple institutions or geographic regions, are 
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very rare, and failure is common. 
16

 Studies have demonstrated improvements in a few 

specific areas—such as anesthesia, coronary bypass graft surgery, percutaneous transluminal 

coronary angioplasty, and antibiotic overuse. 
17

 Two hospitals have been particularly 

energetic and successful in reducing injuries resulting from medication errors. 
18

 

GROWING BODY OF KNOWLEDGE. 

Unfortunately, several other powerful forces are operating in the other direction, widening the 

gulf between the benefit our health care system produces today and what it could deliver if 

errors were drastically reduced. One of these represents another side of the remarkable 

success we have had in developing new ways to fight disease. The amount of new research 

about what works to improve health and what does not has reached previously unimagined 

levels. As a rough index of this phenomenon, consider the form of research that generates the 

most valid data on the efficacy of health services, the randomized controlled trial (RCT). In 

the mid-1960s about 100 articles from RCTs were published annually in the medical research 

literature. By the mid-1990s the number was 10,000 per year and growing 

exponentially. 
19

 Nonetheless, we have made little progress in creating mechanisms to 

synthesize this growing body of knowledge, package it in useful ways, and make it available 

to clinicians at the time they need it to improve decision making. 

COMPLEX SYSTEMS. 

Alongside the burgeoning amount of information care givers must manage, we have created 

more and more complex systems in which they must deliver care. Complexity breeds errors. 

If each step in a ten-step process can be performed with 99 percent reliability, that system 

functions error-free 90 percent of the time. A similar process with fifty steps functions error-

free only 61 percent of the time. Consider, for example, the challenges we face in treating 

early-stage breast cancer, a condition that is curable more than 90 percent of the time with 

high-quality care. Typically, a primary care physician refers a woman to a different location 

for mammography to screen for the disease. If a suspicious lesion is found, another referral 

occurs—to a surgeon, whose office is usually at another location and who may perform a 

biopsy at yet another facility. When the surgeon receives the results of the biopsy, a definitive 

surgical procedure (lumpectomy or mastectomy) is performed (at possibly a fifth location). 

The woman who was treated with lumpectomy is then referred for radiation therapy (location 

6) and then for chemotherapy or tamoxifen by a medical oncologist (location 7). 

Often, the physicians involved in this woman‘s care do not practice within any common 

organizational structure. Most often, none of them has direct access to the records kept by 

any of the others, to the results of previous tests or examinations, or to the recommendations 

or plans made by the other treating physicians. Too often, the patient serves as the 

communication link among her physicians. Can it be surprising, therefore, that errors are 

common? A study of the care provided to women with early-stage breast cancer at four 

teaching hospitals in the New York metropolitan area showed that the probability a woman 

would miss either radiation following lumpectomy or adjuvant treatment with chemotherapy 

or tamoxifen ranged from one in six to one in three. 
20

 

CROSS-SECTIONAL STUDIES. 

No longitudinal studies have directly addressed the question of whether rates of errors and the 

quality problems to which they lead are increasing over time. However, one pair of cross-
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sectional studies does provide some insight. Timothy Lesar and colleagues used the same 

methods to measure the frequency of errors made by physicians in prescribing medications to 

inpatients at a large, tertiary care hospital in upstate New York during two twelve-month 

periods seven and a half years apart. 
21

 Using the same procedures in both time periods, 

pharmacists caught and corrected errors in physicians‘ medication orders. The researchers 

counted only those errors in which the physicians concurred that they had made errors and 

tabulated those that had the potential to do severe, serious, or significant harm. The rate of 

such errors increased 122 percent between 1987 and 1994, from 1.80 to 3.99 per 1,000 

orders. Medication use also increased between these two time periods, so the total number of 

these errors increased more than fourfold, from 522 per year to 2,103 per year. All of these 

reported errors were intercepted and prevented from doing harm; the researchers did not look 

for injuries attributable to nonintercepted errors. Their findings do, however, provide 

evidence that errors of this kind may be increasing. 

HOW PHYSICIANS ARE TRAINED. 

At the same time that error-free health care of high quality is becoming increasingly difficult 

to provide, we persist in using age-old, even medieval, strategies and methods for training 

physicians. 
22

 The most prevalent model for educating medical students assumes that medical 

school faculty can identify a finite body of knowledge that all students must master to 

become physicians. Ordinarily, after learning the basic sciences, students begin 

apprenticeships that continue during their residency training programs in specific clinical 

fields. Teaching rounds are conducted with senior physician faculty members instructing 

rigidly hierarchical teams of trainees and students. Little or no attention is paid to the 

importance of collaborating with other health care professionals. Thus, physicians emerge 

convinced that they are the sole sources of all important health care decisions, with little 

experience in functioning as parts of interdependent teams of caregivers. In addition to 

cutting young physicians off from the perspectives of others who are vital to the provision of 

excellent care, this mode of training also leads physicians to expect perfection in themselves 

and to view errors as personal failures. 

This approach to educating and training physicians has far outlived its utility. If ever there 

was a finite body of knowledge that students could assimilate, that time has long since 

passed. Given the increasing pace of accumulation of medical knowledge, the only surety is 

that today‘s knowledge is obsolete tomorrow. Instead of being masters only of memorization, 

physicians must become masters of acquiring necessary information from many different 

sources in a timely enough fashion to make correct clinical decisions. The amount of 

knowledge necessary to practice high-quality health care is just too large and changing too 

rapidly to be carried around in any person‘s brain. 

Also, physicians must recognize the critical roles played by other members of the health care 

delivery team (nurses, pharmacists, respiratory therapists, and social workers, to name a few). 

High-quality health care today can be delivered only by well-functioning, truly 

interdisciplinary teams. In addition, the training of all health professionals should instill a 

balance between the importance of striving for personal excellence and the understanding that 

improving the performance of systems is very often the most effective route to quality 

improvement. Finally, we must train physicians to be committed to a lifelong process of 

assessing and improving the quality of care they provide. By reacting far too slowly to these 

realities, both the settings in which physicians practice and the schools and hospitals that 

teach them have become part of the problem. 
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WHAT MUST CHANGE? 

Changes in three areas are necessary to propel major improvements in health care. As just 

discussed, we must entirely revamp the education and training of health professionals. We 

must also improve the effectiveness of our disciplinary procedures in appropriately 

sanctioning health care practitioners who repeatedly make serious errors. Third, we must 

learn how to develop and deploy systems for delivering health services that will either 

prevent or anticipate and compensate for the errors that human beings inevitably make. 
23

 We 

focus on this third area here. 

THE AVIATION EXAMPLE. 

Although our processes and systems for delivering health care have become progressively 

more complex, we have not yet learned from other sectors of our society that have equally 

complex systems and for which failure is also a life-and-death matter. Some of these have 

become highly reliable, with rates of serious errors far lower than those to which we are 

accustomed in health care. 
24

 Air travel is a case in point. From 1995 through 1999, 483 

people died in aircraft accidents while flying on U.S. commercial airlines. This translates to a 

death rate of eleven per million departures. 
25

 By comparison, underuse of proven-effective 

treatments for heart attacks leads to as many as 18,000 preventable deaths each year. 
26

 Some 

750,000 Americans suffer heart attacks annually and get to hospitals in time for treatment to 

be initiated; therefore, our failure rate in this one disease is 24,000 preventable deaths per 

million patients hospitalized, more than 2,000 times the U.S. airlines‘ death rate. 

High-reliability industries share a simple set of ideas and practices. First, they understand that 

complex systems make it difficult for even the best-trained and -motivated workers to do a 

good job. They understand and prepare for the most common kinds of errors people make, 

and they design systems that anticipate and either prevent errors or compensate for them 

before they do harm. We are only beginning to understand that in health care a large number 

of preventable bad outcomes bear many of the characteristics of organizational accidents. 

They are commonly preceded by multiple failures, most of which are ultimately the result of 

poorly designed systems. Health care systems rely heavily on near-perfect performance by 

people. Our quality assurance processes emphasize finding the one person to blame for an 

error and punishing that individual in the expectation that better individual performance will 

result in fewer errors. 

When the National Aeronautics and Space Administration (NASA) investigated a series of 

airplane crashes in the 1970s, it concluded that the most frequent immediate cause of crashes 

was failure of the cockpit crew to act as a team. 
27

 Aviation‘s response was to create an 

entirely new training program—Crew Resource Management—that was designed to foster 

more effective communications among crew members. It focused on improving performance 

by improving the rate of error detection and reporting and appropriate and timely action 

within the structure of the cockpit team. 
28

 All airlines now use this method of improving 

teamwork. In health care, with equally or even more complex teams of professionals charged 

with caring for critically ill patients, real teamwork is rare. 

BARRIERS TO CHANGE 

The effort to create, disseminate, and put in place these numerous new systems and 

approaches to reducing errors and improving quality is daunting. It demands that all parts of 
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the delivery system —hospitals, physician practices, integrated delivery systems, nursing 

homes, and hospices—devote their scarce resources to the task. It will require a substantial 

investment of time, talent, energy, and money. The task is made much more difficult by the 

fact that there are no exemplars of excellence, institutions, or practices that have succeeded in 

achieving extremely low rates of errors across all dimensions of quality and across all of the 

services they provide. 
29

 

If the evidence of errors and quality problems is so clear and compelling, what is standing in 

the way of improvement? 

LITTLE DEMAND FOR HIGHER QUALITY. 

Neither consumers nor their representatives demand higher quality or fewer errors. Survey 

data indicate that consumers want wide choice among doctors and hospitals, low cost, and 

unimpeded access to their caregivers; they do not ask for information about quality, health 

outcomes, or rates of errors. 
30

 Neither public nor private purchasers of care have used their 

purchasing power to demand high quality, preferring to focus their efforts on obtaining low 

prices. Some voices from the purchaser community (such as the Leapfrog Group) are calling 

for greater attention to quality. 
31

 Their initial efforts, however, are not focused on obtaining 

data on performance or improvement. Rather, they will provide information to employees on 

surrogate measures, such as the volume of services hospitals provide. Even in those rare 

circumstances when data on quality are available, research shows that neither consumers nor 

managed care companies use them to select higher-quality providers. 
32

 

LACK OF INFORMATION TECHNOLOGY. 

Another barrier is the high investment cost of creating the necessary measurement and 

improvement systems. Information technology (IT) does not yet link the myriad sources of 

information required to understand quality of care. The price tag is immense for developing 

and deploying a system to integrate data from doctors‘ offices, clinical laboratories, hospital 

diagnostic imaging facilities, freestanding ambulatory surgery centers, radiation therapy 

facilities, and hospital medical records. And this list is not exhaustive. Although some 

commercial products are available to accomplish this task on a small scale, such systems are 

not available for medium-size or large hospitals, health systems, or populations. Further, 

assembling computerized data is just the beginning of quality measurement. In most 

circumstances, data from harder-to-reach clinical sources must be added to the more readily 

available automated data to produce measures clinicians will believe and on which they are 

willing to act. Finally, understanding how to alter complex clinical care systems to improve 

performance, intervening to improve, and sustaining that improvement require yet additional 

investments. 

PROGRAM UNIT COMPLEXITY  

The term complexity stands for state of events or things, which have multiple interconnected 

links and highly complicated structures. In software programming, as the design of software 

is realized, the number of elements and their interconnections gradually emerge to be huge, 

which becomes too difficult to understand at once. 

Software design complexity is difficult to assess without using complexity metrics and 

measures. Let us see three important software complexity measures. 
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Halstead's Complexity Measures 

In 1977, Mr. Maurice Howard Halstead introduced metrics to measure software complexity. 

Halstead‘s metrics depends upon the actual implementation of program and its measures, 

which are computed directly from the operators and operands from source code, in static 

manner. It allows to evaluate testing time, vocabulary, size, difficulty, errors, and efforts for 

C/C++/Java source code. 

According to Halstead, ―A computer program is an implementation of an algorithm 

considered to be a collection of tokens which can be classified as either operators or 

operands‖. Halstead metrics think a program as sequence of operators and their associated 

operands. 

He defines various indicators to check complexity of module. 

Parameter Meaning 

n1 Number of unique operators 

n2 Number of unique operands 

N1 Number of total occurrence of operators 

N2 Number of total occurrence of operands 

When we select source file to view its complexity details in Metric Viewer, the following 

result is seen in Metric Report: 

Metric Meaning Mathematical Representation 

N Vocabulary n1 + n2 

N Size N1 + N2 

V Volume Length * Log2 Vocabulary 

D Difficulty (n1/2) * (N1/n2) 

E Efforts Difficulty * Volume 

B Errors Volume / 3000 

T Testing time Time = Efforts / S, where S=18 seconds. 

Cyclomatic Complexity Measures 

Every program encompasses statements to execute in order to perform some task and other 

decision-making statements that decide, what statements need to be executed. These 

decision-making constructs change the flow of the program. 



If we compare two programs of same size, the one with more decision-making statements 

will be more complex as the control of program jumps frequently. 

McCabe, in 1976, proposed Cyclomatic Complexity Measure to quantify complexity of a 

given software. It is graph driven model that is based on decision-making constructs of 

program such as if-else, do-while, repeat-until, switch-case and goto statements. 

Process to make flow control graph: 

 Break program in smaller blocks, delimited by decision-making constructs. 

 Create nodes representing each of these nodes. 

 Connect nodes as follows: 

o If control can branch from block i to block j 

Draw an arc 

o From exit node to entry node 

Draw an arc. 

To calculate Cyclomatic complexity of a program module, we use the formula - 

V(G) = e – n + 2 

 

Where 

e is total number of edges 

n is total number of nodes 

 

The Cyclomatic complexity of the above module is 

e = 10 

n = 8 

Cyclomatic Complexity = 10 - 8 + 2 

                      = 4 

According to P. Jorgensen, Cyclomatic Complexity of a module should not exceed 10. 

Function Point 



It is widely used to measure the size of software. Function Point concentrates on 

functionality provided by the system. Features and functionality of the system are used to 

measure the software complexity. 

Function point counts on five parameters, named as External Input, External Output, Logical 

Internal Files, External Interface Files, and External Inquiry. To consider the complexity of 

software each parameter is further categorized as simple, average or complex. 

 

Let us see parameters of function point: 

External Input 

Every unique input to the system, from outside, is considered as external input. Uniqueness 

of input is measured, as no two inputs should have same formats. These inputs can either be 

data or control parameters. 

 Simple - if input count is low and affects less internal files 

 Complex - if input count is high and affects more internal files 

 Average - in-between simple and complex. 

External Output 

All output types provided by the system are counted in this category. Output is considered 

unique if their output format and/or processing are unique. 

 Simple - if output count is low 

 Complex - if output count is high 

 Average - in between simple and complex. 

Logical Internal Files 



Every software system maintains internal files in order to maintain its functional information 

and to function properly. These files hold logical data of the system. This logical data may 

contain both functional data and control data. 

 Simple - if number of record types are low 

 Complex - if number of record types are high 

 Average - in between simple and complex. 

External Interface Files 

Software system may need to share its files with some external software or it may need to 

pass the file for processing or as parameter to some function. All these files are counted as 

external interface files. 

 Simple - if number of record types in shared file are low 

 Complex - if number of record types in shared file are high 

 Average - in between simple and complex. 

External Inquiry 

An inquiry is a combination of input and output, where user sends some data to inquire 

about as input and the system responds to the user with the output of inquiry processed. The 

complexity of a query is more than External Input and External Output. Query is said to be 

unique if its input and output are unique in terms of format and data. 

 Simple - if query needs low processing and yields small amount of output data 

 Complex - if query needs high process and yields large amount of output data 

 Average - in between simple and complex. 

Each of these parameters in the system is given weightage according to their class and 

complexity. The table below mentions the weightage given to each parameter: 

Parameter Simple Average Complex 

Inputs 3 4 6 

Outputs 4 5 7 

Enquiry 3 4 6 

Files 7 10 15 

Interfaces 5 7 10 

The table above yields raw Function Points. These function points are adjusted according to 

the environment complexity. System is described using fourteen different characteristics: 

 Data communications 



 Distributed processing 

 Performance objectives 

 Operation configuration load 

 Transaction rate 

 Online data entry, 

 End user efficiency 

 Online update 

 Complex processing logic 

 Re-usability 

 Installation ease 

 Operational ease 

 Multiple sites 

 Desire to facilitate changes 

These characteristics factors are then rated from 0 to 5, as mentioned below: 

 No influence 

 Incidental 

 Moderate 

 Average 

 Significant 

 Essential 

All ratings are then summed up as N. The value of N ranges from 0 to 70 (14 types of 

characteristics x 5 types of ratings). It is used to calculate Complexity Adjustment Factors 

(CAF), using the following formulae: 

CAF = 0.65 + 0.01N 

Then, 

Delivered Function Points (FP)= CAF x Raw FP 

This FP can then be used in various metrics, such as: 

Cost = $ / FP 

Quality = Errors / FP 

Productivity = FP / person-month 

 

COMPILATION FREQUENCY : 

To come to fruition, software projects take investment, support, nurturing and a lot of hard 

work and dedication. Good release management practices ensure that when your software is 

built, it will be successfully deployed to the people who want to use it. You have the 

opportunity to satisfy existing customers and hopefully to win new ones. 



A major U.K. telecommunications provider had a problem. It needed to implement a business 

critical supplier switch, which required it to reengineer its billing and account management 

systems. These systems had to be in place within three months, otherwise the organization 

risked losing hundreds of millions of pounds and a decline in their stock value. But the 

telecom's development processes were poor, and its release management was extremely 

problematic and inconsistent. 

The company brought us in to help deliver the software within the time constraints and to 

turnaround a failing release management process. Within three months, we'd released both 

the pending releases and two scheduled releases of the reengineered applications. Most 

important, we established a straightforward and lightweight release management process to 

ensure that future releases would happen on time and to the required quality. Follow along as 

we show you how we did it—including the mistakes we made. 

1. Understand the current state of release management. 

You can't begin to fix something without understanding what it is, and how and where it is 

broken. Our first step in improving our client's release management system was to form a 

detailed picture of the current release process. We began with a number of walk-through 

sessions with key individuals involved in the software process. 

From these sessions we determined that our starting point was pretty bad. When we joined 

the project, there was software still waiting to be released two months after being completed. 

Test environments were limited and not managed, so they were regularly out of date and 

could not be used. Worse still, it took a relatively long time to turn around new environments 

and to refresh existing ones. 

When we arrived on the scene, regression testing was taking up to three months to manually 

execute. It was usually dropped, significantly reducing the quality of any software that made 

it to release. 

[ Enterprise architects lead digital transformations. This PluralSight intro course 

explains the fundamentals of EA and its latest practices. ] 
Overall, morale and commitment were very low. These people had never been helped to 

deliver great software regularly, and it had worn them down. 

2. Establish a regular release cycle. 

Once we got a picture of the current state of the process, we set about establishing a regular 

release cycle. 

If the engineering team is the heart of the project, the release cycle is its heartbeat. In 

determining how often to release into production, we had to understand how much 

nonfunctional testing was needed and how long it would take. This project 

required regression, performance and integration testing. 

Establishing a release cycle is vital because: 

 It creates an opportunity to meaningfully discuss nonfunctional testing that the software may 

need. 
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 It announces a timetable for when stakeholders can expect to get some functionality. If they 

know that functionality will be regularly released, they can get on with agreeing what that 

functionality will be. 

 It creates a routine with which all teams can align (including marketing and engineering). 

 It gives customers confidence that they can order something and it will be delivered. 

Your release cycle must be as accurate as you can make it, not some pie-in-the-sky number 

that you made up during lunch. Before you announce it, test it out. There is nothing worse for 

a failing release process than more unrealistic dates! 

We started out by suggesting a weekly cycle. That plan proved unfeasible; the client's 

database environment could not be refreshed quickly enough. Then we tried two-week cycles. 

There were no immediate objections from the participants, but it failed the first two times! In 

the end, two weeks was an achievable cycle, once we overcame some environment 

turnaround bottlenecks and automated some of the tests. 

Finally we established a cycle whereby, every two weeks, production-ready code from the 

engineering team was put into system test. Then two weeks later, we released that code into 

production. 

Remember: Your release cycle is not about when your customer wants the release. It's 

about when you can deliver it to the desired level of quality. Our customers supported our 

release cycle because we engaged them in determining the cycle. Theirs is only one 

consideration in determining the release regularity. 

3. Get lightweight processes in place. Test them early and review them regularly. 

If there is one single guiding principle in engineering (or reengineering) a process, it is to do 

a little bit, review your results and then do some more. Repeat this cyclic approach until you 

get the results you want. 

Lightweight processes are those that do not require lengthy bureaucratic approvals or endless 

meetings to get agreement. They usually require only the minimum acceptable level of inputs 

and outputs. What they lack in bulk and bureaucracy, they make up for in response to change 

and popular adoption! 

Underpinning this approach is the thorny issue of documentation. You need to record what 

you did and how you did it. Otherwise, what do you review and how do you improve? 

We don't mean the kind of documentation that endangers rain forests and puts its readers to 

sleep. We mean documentation that people (technical and otherwise) can read and act on. 

The engineering team chose Confluence—a commercial tool—to collaboratively document 

their work. They used the software to create minimal but effective documentation of what 

they were agreeing to build in every cycle of work. They recorded what they built, how they 

built it and what was required to make it work. We saw the value in this approach and rolled 

it out (both the approach and the tool) to everyone else involved in the process. 
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Initially, we suggested a sequence of tasks to release the software we got from the 

engineering teams. It covered how we took delivery from the source control management 

system; what packages would be called and how each element (executable code, database 

scripts, etc.) would be run and on which platforms. Then we did a dry run, using dummy code 

for each element. We tested our sequence, documenting what we did as we did it. This 

formed the basis of the installation instructions. 

The next step was to get the people who would be deploying the real release to walk through 

another dry run, using only our documentation. They extended, amended and improved our 

instructions as they went through. The process became a more inclusive one where everyone 

contributed to the documentation; since they'd been part of its definition, the process became 

more widely adopted with better quality. 

After each release, we reviewed the process. We examined the documentation and identified 

changes made during the release. Every time, we looked at how the documentation could be 

improved and fed the enhancements back into the process. 

4. Establish a release infrastructure early. 

Your release infrastructure is anything that needs to be in place to deploy the software and to 

enable users to use it. Your obligation to the customer is not just that you build great 

software; it is that it's available for them to access and use. 

Crucial to getting a good release process is figuring out what you need to have in place to 

make it available to the customer—before the engineering team is done building the software. 

The release infrastructure covers the hardware, storage, network connections, bandwidth, 

software licenses, user profiles and access permissions. Human services and skills are part of 

the release infrastructure, too. For example, if you require specialist software installed and 

configured, it's not smart to exclude the availability or cost of getting such skills into your 

infrastructure plan. 

It is critical that you discover, as early as you can, hidden bottlenecks in procuring the 

required hardware or the missing skills (say, to configure secure networks). You need to 

resolve them before they hold up your delivery. 

This isn't trivial. We strove to get our release infrastructure in place as soon as we started on 

the project. Even after six weeks' lead time, we were still waiting on specialist memory and 

hard drives for the test servers! 

5. Automate and standardize as much as you can. 

Automation enables you to do repetitive tasks without tying up valuable human resources. 

Standardizing ensures that your automation's inputs and outputs are consistent every time. 

Prior to our involvement with the project, the engineering teams manually crafted a 

deployable package. A new package was not guaranteed to be the same as the last one; in 

fact, it was not even guaranteed to be the software they had been building, much less 

guaranteed to work! It often took the tech staff days to create a package with the features they 

were delivering in a structure that could be deployed. 
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We immediately drew up a structure and acceptance criteria for the deployable package the 

team was delivering to us and helped them standardize its packaging. This triggered the 

implementation of automated processes to build the software in that consistent structure for 

every release point. 

Suddenly, the packaging of the software for release was not even an issue. Because we had 

automated the verification of the acceptance criteria—for example, that code must be unit 

tested prior to delivery and test deployed to ensure that it could be deployed—we had 

guaranteed its executability. As a result, we were able to package, version, and test and 

deploy finished code with a single command in a very short time. 

But automation did not stop there. With each development cycle, we had even more 

regression tests to do. The existing regression tests would have taken three months to 

manually execute; as a result, the releases were never properly tested. 

Our newly established release cycle meant that a release had to be regression, performance 

and integration tested in two weeks for us to be able to release it into production. We could 

overcome the different types of testing (integration and performance) by having separate 

environments for each type. But how would we accommodate three months of regression 

tests into a two-week window?! 

First, we initiated a prioritization exercise. The customer identified the highest-priority 

regression tests: the minimum they would accept as proof that the old functionality still 

worked. Then we set about automating this set. Subsequent acceptance tests also became 

automated, ensuring that we could regression test every release in hours rather than days. 

6. Establish positive expectations. 

If getting software released is important to you, don't keep it a secret. Our teams improved 

their commitment to deliver the software release when they knew it was important. 

We backed up this importance by establishing that the designated release manager would 

expect the software to be ready when the teams agreed it would be ready. We got the program 

manager (who effectively was our customer) to explain to the teams why the release was 

important. (Ultimately it boiled down to losing millions of pounds!) 

We requested that the software delivered by the engineering teams conform to a standard 

(versioned, tested, documented and packaged); we established that we would request this 

standard package for every release cycle. We needed to explain why we wanted the software 

in this way (it made our automated process easier and more consistent) and we integrated the 

team's feedback into the process. 

Establishing positive expectation is a really good way to empower everyone involved in the 

process. We were not given any executive authority, so there was no fear of sanction or 

sacking. Instead, we tapped into the power of positive expectation to get people on board to 

help us improve the release process. We had individuals making key decisions (which they 

never felt able to make before) because "Mike and Tym need this software by Thursday and 

we said we would deliver it." 

7. Invest in people. 
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No matter how much you spend on hardware, software and fancy processes, without the 

commitment of team members you will not enjoy sustainable success in releasing your 

software. Heck, you may not even end up with any software to release! 

You probably thought we were going to talk about getting the right people and rewarding 

them well or that we would harp on about the tools and skills teams need to do their jobs. The 

truth is that you know you should get the right people for your teams (the definition of "right" 

is different from business to business), you should reward them adequately for the value they 

deliver and yes, you should ensure they have the tools and skills they need. 

IDENTIFYING THE REQUIREMENT FOR CORRECTIVE ACTION : 

Characteristics of a Good Requirement 

A requirement needs to meet several criteria to be considered a ―good requirement.Good 

requirements should have the following characteristics: 

 Unambiguous 

 Testable (verifiable) 

 Clear (concise, terse, simple, precise) 

 Correct 

 Understandable 

 Feasible (realistic, possible) 

 Independent 

 Atomic 

 Necessary 

 Implementation-free (abstract) 

Besides these criteria for individual requirements, three criteria apply to the set of 

requirements. The set should be 

 Consistent 

 Nonredundant 

 Complete 

 

The software requirements are description of features and functionalities of the target 

system. Requirements convey the expectations of users from the software product. The 

requirements can be obvious or hidden, known or unknown, expected or unexpected from 

client‘s point of view. 

Requirement Engineering 

The process to gather the software requirements from client, analyze and document them is 

known as requirement engineering. 

The goal of requirement engineering is to develop and maintain sophisticated and 

descriptive ‗System Requirements Specification‘ document. 

Requirement Engineering Process 
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It is a four step process, which includes – 

 Feasibility Study 

 Requirement Gathering 

 Software Requirement Specification 

 Software Requirement Validation 

Let us see the process briefly - 

Feasibility study 

When the client approaches the organization for getting the desired product developed, it 

comes up with rough idea about what all functions the software must perform and which all 

features are expected from the software. 

Referencing to this information, the analysts does a detailed study about whether the desired 

system and its functionality are feasible to develop. 

This feasibility study is focused towards goal of the organization. This study analyzes 

whether the software product can be practically materialized in terms of implementation, 

contribution of project to organization, cost constraints and as per values and objectives of 

the organization. It explores technical aspects of the project and product such as usability, 

maintainability, productivity and integration ability. 

The output of this phase should be a feasibility study report that should contain adequate 

comments and recommendations for management about whether or not the project should be 

undertaken. 

Requirement Gathering 

If the feasibility report is positive towards undertaking the project, next phase starts with 

gathering requirements from the user. Analysts and engineers communicate with the client 

and end-users to know their ideas on what the software should provide and which features 

they want the software to include. 

Software Requirement Specification 

SRS is a document created by system analyst after the requirements are collected from 

various stakeholders. 

SRS defines how the intended software will interact with hardware, external interfaces, 

speed of operation, response time of system, portability of software across various 

platforms, maintainability, speed of recovery after crashing, Security, Quality, Limitations 

etc. 

The requirements received from client are written in natural language. It is the responsibility 

of system analyst to document the requirements in technical language so that they can be 

comprehended and useful by the software development team. 

SRS should come up with following features: 

 User Requirements are expressed in natural language. 



 Technical requirements are expressed in structured language, which is used inside the 

organization. 

 Design description should be written in Pseudo code. 

 Format of Forms and GUI screen prints. 

 Conditional and mathematical notations for DFDs etc. 

Software Requirement Validation 

After requirement specifications are developed, the requirements mentioned in this 

document are validated. User might ask for illegal, impractical solution or experts may 

interpret the requirements incorrectly. This results in huge increase in cost if not nipped in 

the bud. Requirements can be checked against following conditions - 

 If they can be practically implemented 

 If they are valid and as per functionality and domain of software 

 If there are any ambiguities 

 If they are complete 

 If they can be demonstrated 

Requirement Elicitation Process 

Requirement elicitation process can be depicted using the folloiwng diagram: 

 

 Requirements gathering - The developers discuss with the client and end users and 

know their expectations from the software. 

 Organizing Requirements - The developers prioritize and arrange the requirements 

in order of importance, urgency and convenience. 

 Negotiation & discussion - If requirements are ambiguous or there are some 

conflicts in requirements of various stakeholders, if they are, it is then negotiated and 

discussed with stakeholders. Requirements may then be prioritized and reasonably 

compromised. 

The requirements come from various stakeholders. To remove the ambiguity and 

conflicts, they are discussed for clarity and correctness. Unrealistic requirements are 

compromised reasonably. 

 Documentation - All formal & informal, functional and non-functional requirements 

are documented and made available for next phase processing. 

Requirement Elicitation Techniques 

Requirements Elicitation is the process to find out the requirements for an intended software 

system by communicating with client, end users, system users and others who have a stake 

in the software system development. 



There are various ways to discover requirements 

Interviews 

Interviews are strong medium to collect requirements. Organization may conduct several 

types of interviews such as: 

 Structured (closed) interviews, where every single information to gather is decided in 

advance, they follow pattern and matter of discussion firmly. 

 Non-structured (open) interviews, where information to gather is not decided in 

advance, more flexible and less biased. 

 Oral interviews 

 Written interviews 

 One-to-one interviews which are held between two persons across the table. 

 Group interviews which are held between groups of participants. They help to 

uncover any missing requirement as numerous people are involved. 

Surveys 

Organization may conduct surveys among various stakeholders by querying about their 

expectation and requirements from the upcoming system. 

Questionnaires 

A document with pre-defined set of objective questions and respective options is handed 

over to all stakeholders to answer, which are collected and compiled. 

A shortcoming of this technique is, if an option for some issue is not mentioned in the 

questionnaire, the issue might be left unattended. 

Task analysis 

Team of engineers and developers may analyze the operation for which the new system is 

required. If the client already has some software to perform certain operation, it is studied 

and requirements of proposed system are collected. 

Domain Analysis 

Every software falls into some domain category. The expert people in the domain can be a 

great help to analyze general and specific requirements. 

Brainstorming 

An informal debate is held among various stakeholders and all their inputs are recorded for 

further requirements analysis. 

Prototyping 



Prototyping is building user interface without adding detail functionality for user to interpret 

the features of intended software product. It helps giving better idea of requirements. If there 

is no software installed at client‘s end for developer‘s reference and the client is not aware of 

its own requirements, the developer creates a prototype based on initially mentioned 

requirements. The prototype is shown to the client and the feedback is noted. The client 

feedback serves as an input for requirement gathering. 

Observation 

Team of experts visit the client‘s organization or workplace. They observe the actual 

working of the existing installed systems. They observe the workflow at client‘s end and 

how execution problems are dealt. The team itself draws some conclusions which aid to 

form requirements expected from the software. 

Software Requirements Characteristics 

Gathering software requirements is the foundation of the entire software development 

project. Hence they must be clear, correct and well-defined. 

A complete Software Requirement Specifications must be: 

 Clear 

 Correct 

 Consistent 

 Coherent 

 Comprehensible 

 Modifiable 

 Verifiable 

 Prioritized 

 Unambiguous 

 Traceable 

 Credible source 

Software Requirements 

We should try to understand what sort of requirements may arise in the requirement 

elicitation phase and what kinds of requirements are expected from the software system. 

Broadly software requirements should be categorized in two categories: 

Functional Requirements 

Requirements, which are related to functional aspect of software fall into this category. 

They define functions and functionality within and from the software system. 

Examples - 

 Search option given to user to search from various invoices. 



 User should be able to mail any report to management. 

 Users can be divided into groups and groups can be given separate rights. 

 Should comply business rules and administrative functions. 

 Software is developed keeping downward compatibility intact. 

Non-Functional Requirements 

Requirements, which are not related to functional aspect of software, fall into this category. 

They are implicit or expected characteristics of software, which users make assumption of. 

Non-functional requirements include - 

 Security 

 Logging 

 Storage 

 Configuration 

 Performance 

 Cost 

 Interoperability 

 Flexibility 

 Disaster recovery 

 Accessibility 

Requirements are categorized logically as 

 Must Have : Software cannot be said operational without them. 

 Should have : Enhancing the functionality of software. 

 Could have : Software can still properly function with these requirements. 

 Wish list : These requirements do not map to any objectives of software. 

While developing software, ‗Must have‘ must be implemented, ‗Should have‘ is a matter of 

debate with stakeholders and negation, whereas ‗could have‘ and ‗wish list‘ can be kept for 

software updates. 

User Interface requirements 

UI is an important part of any software or hardware or hybrid system. A software is widely 

accepted if it is - 

 easy to operate 

 quick in response 

 effectively handling operational errors 

 providing simple yet consistent user interface 

User acceptance majorly depends upon how user can use the software. UI is the only way 

for users to perceive the system. A well performing software system must also be equipped 

with attractive, clear, consistent and responsive user interface. Otherwise the functionalities 



of software system can not be used in convenient way. A system is said be good if it 

provides means to use it efficiently. User interface requirements are briefly mentioned below 

- 

 Content presentation 

 Easy Navigation 

 Simple interface 

 Responsive 

 Consistent UI elements 

 Feedback mechanism 

 Default settings 

 Purposeful layout 

 Strategical use of color and texture. 

 Provide help information 

 User centric approach 

 Group based view settings. 

Software System Analyst 

System analyst in an IT organization is a person, who analyzes the requirement of proposed 

system and ensures that requirements are conceived and documented properly & correctly. 

Role of an analyst starts during Software Analysis Phase of SDLC. It is the responsibility of 

analyst to make sure that the developed software meets the requirements of the client. 

System Analysts have the following responsibilities: 

 Analyzing and understanding requirements of intended software 

 Understanding how the project will contribute in the organization objectives 

 Identify sources of requirement 

 Validation of requirement 

 Develop and implement requirement management plan 

 Documentation of business, technical, process and product requirements 

 Coordination with clients to prioritize requirements and remove and ambiguity 

 Finalizing acceptance criteria with client and other stakeholders 

Software Metrics and Measures 

Software Measures can be understood as a process of quantifying and symbolizing various 

attributes and aspects of software. 

Software Metrics provide measures for various aspects of software process and software 

product. 

Software measures are fundamental requirement of software engineering. They not only 

help to control the software development process but also aid to keep quality of ultimate 

product excellent. 



According to Tom DeMarco, a (Software Engineer), ―You cannot control what you cannot 

measure.‖ By his saying, it is very clear how important software measures are. 

Let us see some software metrics: 

 Size Metrics - LOC (Lines of Code), mostly calculated in thousands of delivered 

source code lines, denoted as KLOC. 

Function Point Count is measure of the functionality provided by the software. 

Function Point count defines the size of functional aspect of software. 

 Complexity Metrics - McCabe‘s Cyclomatic complexity quantifies the upper bound 

of the number of independent paths in a program, which is perceived as complexity of 

the program or its modules. It is represented in terms of graph theory concepts by 

using control flow graph. 

 Quality Metrics - Defects, their types and causes, consequence, intensity of severity 

and their implications define the quality of product. 

The number of defects found in development process and number of defects reported 

by the client after the product is installed or delivered at client-end, define quality of 

product. 

 Process Metrics - In various phases of SDLC, the methods and tools used, the 

company standards and the performance of development are software process metrics. 

 Resource Metrics - Effort, time and various resources used, represents metrics for 

resource measurement 

 

UNIT :4 

CASE TOOLS AND THEIR EFFECT ON SOFTWARE QYALITY: 

CASE stands for Computer Aided Software Engineering. It means, development and 

maintenance of software projects with help of various automated software tools. 

CASE Tools 

CASE tools are set of software application programs, which are used to automate SDLC 

activities. CASE tools are used by software project managers, analysts and engineers to 

develop software system. 

There are number of CASE tools available to simplify various stages of Software 

Development Life Cycle such as Analysis tools, Design tools, Project management tools, 

Database Management tools, Documentation tools are to name a few. 

Use of CASE tools accelerates the development of project to produce desired result and 

helps to uncover flaws before moving ahead with next stage in software development. 

Components of CASE Tools 

CASE tools can be broadly divided into the following parts based on their use at a particular 

SDLC stage: 



 Central Repository - CASE tools require a central repository, which can serve as a 

source of common, integrated and consistent information. Central repository is a 

central place of storage where product specifications, requirement documents, related 

reports and diagrams, other useful information regarding management is stored. 

Central repository also serves as data dictionary. 

 

 Upper Case Tools - Upper CASE tools are used in planning, analysis and design 

stages of SDLC. 

 Lower Case Tools - Lower CASE tools are used in implementation, testing and 

maintenance. 

 Integrated Case Tools - Integrated CASE tools are helpful in all the stages of 

SDLC, from Requirement gathering to Testing and documentation. 

CASE tools can be grouped together if they have similar functionality, process activities and 

capability of getting integrated with other tools. 

Scope of Case Tools 

The scope of CASE tools goes throughout the SDLC. 

Case Tools Types 

Now we briefly go through various CASE tools 

Diagram tools 

These tools are used to represent system components, data and control flow among various 

software components and system structure in a graphical form. For example, Flow Chart 

Maker tool for creating state-of-the-art flowcharts. 

Process Modeling Tools 

Process modeling is method to create software process model, which is used to develop the 

software. Process modeling tools help the managers to choose a process model or modify it 

as per the requirement of software product. For example, EPF Composer 

Project Management Tools 



These tools are used for project planning, cost and effort estimation, project scheduling and 

resource planning. Managers have to strictly comply project execution with every mentioned 

step in software project management. Project management tools help in storing and sharing 

project information in real-time throughout the organization. For example, Creative Pro 

Office, Trac Project, Basecamp. 

Documentation Tools 

Documentation in a software project starts prior to the software process, goes throughout all 

phases of SDLC and after the completion of the project. 

Documentation tools generate documents for technical users and end users. Technical users 

are mostly in-house professionals of the development team who refer to system manual, 

reference manual, training manual, installation manuals etc. The end user documents 

describe the functioning and how-to of the system such as user manual. For example, 

Doxygen, DrExplain, Adobe RoboHelp for documentation. 

Analysis Tools 

These tools help to gather requirements, automatically check for any inconsistency, 

inaccuracy in the diagrams, data redundancies or erroneous omissions. For example, Accept 

360, Accompa, CaseComplete for requirement analysis, Visible Analyst for total analysis. 

Design Tools 

These tools help software designers to design the block structure of the software, which may 

further be broken down in smaller modules using refinement techniques. These tools 

provides detailing of each module and interconnections among modules. For example, 

Animated Software Design 

Configuration Management Tools 

An instance of software is released under one version. Configuration Management tools deal 

with – 

 Version and revision management 

 Baseline configuration management 

 Change control management 

CASE tools help in this by automatic tracking, version management and release 

management. For example, Fossil, Git, Accu REV. 

Change Control Tools 

These tools are considered as a part of configuration management tools. They deal with 

changes made to the software after its baseline is fixed or when the software is first released. 

CASE tools automate change tracking, file management, code management and more. It also 

helps in enforcing change policy of the organization. 

Programming Tools 



These tools consist of programming environments like IDE (Integrated Development 

Environment), in-built modules library and simulation tools. These tools provide 

comprehensive aid in building software product and include features for simulation and 

testing. For example, Cscope to search code in C, Eclipse. 

Prototyping Tools 

Software prototype is simulated version of the intended software product. Prototype 

provides initial look and feel of the product and simulates few aspect of actual product. 

Prototyping CASE tools essentially come with graphical libraries. They can create hardware 

independent user interfaces and design. These tools help us to build rapid prototypes based 

on existing information. In addition, they provide simulation of software prototype. For 

example, Serena prototype composer, Mockup Builder. 

Web Development Tools 

These tools assist in designing web pages with all allied elements like forms, text, script, 

graphic and so on. Web tools also provide live preview of what is being developed and how 

will it look after completion. For example, Fontello, Adobe Edge Inspect, Foundation 3, 

Brackets. 

Quality Assurance Tools 

Quality assurance in a software organization is monitoring the engineering process and 

methods adopted to develop the software product in order to ensure conformance of quality 

as per organization standards. QA tools consist of configuration and change control tools 

and software testing tools. For example, SoapTest, AppsWatch, JMeter. 

Maintenance Tools 

Software maintenance includes modifications in the software product after it is delivered. 

Automatic logging and error reporting techniques, automatic error ticket generation and root 

cause Analysis are few CASE tools, which help software organization in maintenance phase 

of SDLC. For example, Bugzilla for defect tracking, HP Quality Center. 

 

SOFTWRAE QUALITY METRICS: 

Software metrics can be classified into three categories − 

 Product metrics − Describes the characteristics of the product such as size, 

complexity, design features, performance, and quality level. 

 Process metrics − These characteristics can be used to improve the development and 

maintenance activities of the software. 

 Project metrics − This metrics describe the project characteristics and execution. 

Examples include the number of software developers, the staffing pattern over the 

life cycle of the software, cost, schedule, and productivity. 



Some metrics belong to multiple categories. For example, the in-process quality metrics of a 

project are both process metrics and project metrics. 

Software quality metrics are a subset of software metrics that focus on the quality aspects 

of the product, process, and project. These are more closely associated with process and 

product metrics than with project metrics. 

Software quality metrics can be further divided into three categories − 

 Product quality metrics 

 In-process quality metrics 

 Maintenance quality metrics 

Product Quality Metrics 

This metrics include the following − 

 Mean Time to Failure 

 Defect Density 

 Customer Problems 

 Customer Satisfaction 

Mean Time to Failure 

It is the time between failures. This metric is mostly used with safety critical systems such as 

the airline traffic control systems, avionics, and weapons. 

Defect Density 

It measures the defects relative to the software size expressed as lines of code or function 

point, etc. i.e., it measures code quality per unit. This metric is used in many commercial 

software systems. 

Customer Problems 

It measures the problems that customers encounter when using the product. It contains the 

customer‘s perspective towards the problem space of the software, which includes the non-

defect oriented problems together with the defect problems. 

The problems metric is usually expressed in terms of Problems per User-Month (PUM). 

PUM = Total Problems that customers reported (true defect and non-defect oriented  

problems) for a time period + Total number of license months of the software during  

the period 

Where, 

Number of license-month of the software = Number of install license of the software ×  

Number of months in the calculation period 

PUM is usually calculated for each month after the software is released to the market, and 

also for monthly averages by year. 



Customer Satisfaction 

Customer satisfaction is often measured by customer survey data through the five-point 

scale − 

 Very satisfied 

 Satisfied 

 Neutral 

 Dissatisfied 

 Very dissatisfied 

Satisfaction with the overall quality of the product and its specific dimensions is usually 

obtained through various methods of customer surveys. Based on the five-point-scale data, 

several metrics with slight variations can be constructed and used, depending on the purpose 

of analysis. For example − 

 Percent of completely satisfied customers 

 Percent of satisfied customers 

 Percent of dis-satisfied customers 

 Percent of non-satisfied customers 

Usually, this percent satisfaction is used. 

In-process Quality Metrics 

In-process quality metrics deals with the tracking of defect arrival during formal machine 

testing for some organizations. This metric includes − 

 Defect density during machine testing 

 Defect arrival pattern during machine testing 

 Phase-based defect removal pattern 

 Defect removal effectiveness 

Defect density during machine testing 

Defect rate during formal machine testing (testing after code is integrated into the system 

library) is correlated with the defect rate in the field. Higher defect rates found during testing 

is an indicator that the software has experienced higher error injection during its 

development process, unless the higher testing defect rate is due to an extraordinary testing 

effort. 

This simple metric of defects per KLOC or function point is a good indicator of quality, 

while the software is still being tested. It is especially useful to monitor subsequent releases 

of a product in the same development organization. 

Defect arrival pattern during machine testing 



The overall defect density during testing will provide only the summary of the defects. The 

pattern of defect arrivals gives more information about different quality levels in the field. It 

includes the following − 

 The defect arrivals or defects reported during the testing phase by time interval (e.g., 

week). Here all of which will not be valid defects. 

 The pattern of valid defect arrivals when problem determination is done on the 

reported problems. This is the true defect pattern. 

 The pattern of defect backlog overtime. This metric is needed because development 

organizations cannot investigate and fix all the reported problems immediately. This 

is a workload statement as well as a quality statement. If the defect backlog is large 

at the end of the development cycle and a lot of fixes have yet to be integrated into 

the system, the stability of the system (hence its quality) will be affected. Retesting 

(regression test) is needed to ensure that targeted product quality levels are reached. 

Phase-based defect removal pattern 

This is an extension of the defect density metric during testing. In addition to testing, it 

tracks the defects at all phases of the development cycle, including the design reviews, code 

inspections, and formal verifications before testing. 

Because a large percentage of programming defects is related to design problems, 

conducting formal reviews, or functional verifications to enhance the defect removal 

capability of the process at the front-end reduces error in the software. The pattern of phase-

based defect removal reflects the overall defect removal ability of the development process. 

With regard to the metrics for the design and coding phases, in addition to defect rates, 

many development organizations use metrics such as inspection coverage and inspection 

effort for in-process quality management. 

Defect removal effectiveness 

It can be defined as follows − 

DRE=DefectremovedduringadevelopmentphaseDefectslatentintheproduct×100%DRE=Defec

tremovedduringadevelopmentphaseDefectslatentintheproduct×100% 

This metric can be calculated for the entire development process, for the front-end before 

code integration and for each phase. It is called early defect removal when used for the 

front-end and phase effectiveness for specific phases. The higher the value of the metric, 

the more effective the development process and the fewer the defects passed to the next 

phase or to the field. This metric is a key concept of the defect removal model for software 

development. 

Maintenance Quality Metrics 

Although much cannot be done to alter the quality of the product during this phase, 

following are the fixes that can be carried out to eliminate the defects as soon as possible 

with excellent fix quality. 

 Fix backlog and backlog management index 



 Fix response time and fix responsiveness 

 Percent delinquent fixes 

 Fix quality 

Fix backlog and backlog management index 

Fix backlog is related to the rate of defect arrivals and the rate at which fixes for reported 

problems become available. It is a simple count of reported problems that remain at the end 

of each month or each week. Using it in the format of a trend chart, this metric can provide 

meaningful information for managing the maintenance process. 

Backlog Management Index (BMI) is used to manage the backlog of open and unresolved 

problems. 

BMI=NumberofproblemsclosedduringthemonthNumberofproblemsarrivedduringthemonth×1

00%BMI=NumberofproblemsclosedduringthemonthNumberofproblemsarrivedduringthemon

th×100% 

If BMI is larger than 100, it means the backlog is reduced. If BMI is less than 100, then the 

backlog increased. 

Fix response time and fix responsiveness 

The fix response time metric is usually calculated as the mean time of all problems from 

open to close. Short fix response time leads to customer satisfaction 

. 

The important elements of fix responsiveness are customer expectations, the agreed-to fix 

time, and the ability to meet one's commitment to the customer. 

Percent delinquent fixes 

It is calculated as follows − 

PercentDelinquentFixes=PercentDelinquentFixes= 

NumberoffixesthatexceededtheresponsetimecriteriabyceveritylevelNumberoffixesdeliveredi

naspecifiedtime×100%NumberoffixesthatexceededtheresponsetimecriteriabyceveritylevelN

umberoffixesdeliveredinaspecifiedtime×100% 

Fix Quality 

Fix quality or the number of defective fixes is another important quality metric for the 

maintenance phase. A fix is defective if it did not fix the reported problem, or if it fixed the 

original problem but injected a new defect. For mission-critical software, defective fixes are 

detrimental to customer satisfaction. The metric of percent defective fixes is the percentage 

of all fixes in a time interval that is defective. 

A defective fix can be recorded in two ways: Record it in the month it was discovered or 

record it in the month the fix was delivered. The first is a customer measure; the second is a 

process measure. The difference between the two dates is the latent period of the defective 

fix. 



Usually the longer the latency, the more will be the customers that get affected. If the 

number of defects is large, then the small value of the percentage metric will show an 

optimistic picture. The quality goal for the maintenance process, of course, is zero defective 

fixes without delinquency. 

 

SOFTWARE STANDARDS: 

Many organizations around the globe develop and implement different standards to improve 

the quality needs of their software. This chapter briefly describes some of the widely used 

standards related to Quality Assurance and Testing. 

ISO/IEC 9126 

This standard deals with the following aspects to determine the quality of a software 

application − 

 Quality model 

 External metrics 

 Internal metrics 

 Quality in use metrics 

This standard presents some set of quality attributes for any software such as − 

 Functionality 

 Reliability 

 Usability 

 Efficiency 

 Maintainability 

 Portability 

The above-mentioned quality attributes are further divided into sub-factors, which you can 

study when you study the standard in detail. 

ISO/IEC 9241-11 

Part 11 of this standard deals with the extent to which a product can be used by specified 

users to achieve specified goals with Effectiveness, Efficiency and Satisfaction in a specified 

context of use. 

This standard proposed a framework that describes the usability components and the 

relationship between them. In this standard, the usability is considered in terms of user 

performance and satisfaction. According to ISO 9241-11, usability depends on context of 

use and the level of usability will change as the context changes. 

ISO/IEC 25000:2005 

ISO/IEC 25000:2005 is commonly known as the standard that provides the guidelines for 

Software Quality Requirements and Evaluation (SQuaRE). This standard helps in organizing 



and enhancing the process related to software quality requirements and their evaluations. In 

reality, ISO-25000 replaces the two old ISO standards, i.e. ISO-9126 and ISO-14598. 

SQuaRE is divided into sub-parts such as − 

 ISO 2500n − Quality Management Division 

 ISO 2501n − Quality Model Division 

 ISO 2502n − Quality Measurement Division 

 ISO 2503n − Quality Requirements Division 

 ISO 2504n − Quality Evaluation Division 

The main contents of SQuaRE are − 

 Terms and definitions 

 Reference Models 

 General guide 

 Individual division guides 

 Standard related to Requirement Engineering (i.e. specification, planning, 

measurement and evaluation process) 

ISO/IEC 12119 

This standard deals with software packages delivered to the client. It does not focus or deal 

with the clients‘ production process. The main contents are related to the following items − 

 Set of requirements for software packages. 

 Instructions for testing a delivered software package against the specified 

requirements. 

Miscellaneous 

Some of the other standards related to QA and Testing processes are mentioned below − 

Sr.No Standard & Description 

1 
IEEE 829 

A standard for the format of documents used in different stages of software testing. 

2 
IEEE 1061 

A methodology for establishing quality requirements, identifying, implementing, 

analyzing, and validating the process, and product of software quality metrics. 

3 
IEEE 1059 



Guide for Software Verification and Validation Plans. 

4 
IEEE 1008 

A standard for unit testing. 

5 
IEEE 1012 

A standard for Software Verification and Validation. 

6 
IEEE 1028 

A standard for software inspections. 

7 
IEEE 1044 

A standard for the classification of software anomalies. 

8 
IEEE 1044-1 

A guide for the classification of software anomalies. 

9 
IEEE 830 

A guide for developing system requirements specifications. 

10 
IEEE 730 

A standard for software quality assurance plans. 

11 
IEEE 1061 

A standard for software quality metrics and methodology. 

12 
IEEE 12207 

A standard for software life cycle processes and life cycle data. 

13 
BS 7925-1 

A vocabulary of terms used in software testing. 

14 
BS 7925-2 



A standard for software component testing 

 

QUALITY MANAGEMENT STANDARDS: 

Quality standards are defined as documents that provide requirements, specifications, 

guidelines, or characteristics that can be used consistently to ensure that materials, products, 

processes, and services are fit for their purpose. 

Standards provide organizations with the shared vision, understanding, procedures, and 

vocabulary needed to meet the expectations of their stakeholders. Because standards present 

precise descriptions and terminology, they offer an objective and authoritative basis for 

organizations and consumers around the world to communicate and conduct business. 

 
Principles of Quality Standards 

WHO USES QUALITY STANDARDS? 

Organizations turn to standards for guidelines, definitions, and procedures that help them 

achieve objectives such as: 

 Satisfying their customers‘ quality requirements 

 Ensuring their products and services are safe 

 Complying with regulations 

 Meeting environmental objectives 

 Protecting products against climatic or other adverse conditions 

 Ensuring that internal processes are defined and controlled 

Use of quality standards is voluntary, but may be expected by certain groups of stakeholders. 

Additionally, some organizations or government agencies may require suppliers and partners 

to use a specific standard as a condition of doing business. 

  

ASQ QUALITY STANDARDS 

https://asq.org/quality-resources/stakeholders
https://asq.org/quality-progress/2018/01/standards/under-the-wire.html


Topic: Standard: 

Quality Management  ISO 9000 

ISO 9001 

Auditing ISO 19011  

Environmental Management  ISO 14000 

ISO 14001  

Risk Management ISO 31011  

Social Responsibility ISO 26000  

Sampling by Attributes  Z1.4  

Sampling by Variables  Z1.9  

Food Safety ISO 22000  

Learn more about ANSI standards  

 

WHY ARE STANDARDS IMPORTANT? 

For businesses: Standards are important to the bottom line of every organization. Successful 

companies recognize standards as business tools that should be managed alongside quality, 

safety, intellectual property, and environmental policies. Standardization leads to lower costs 

by reducing redundancy, minimizing errors or recalls, and reducing time to market. 

For the global economy: Businesses and organizations complying to quality standards helps 

products, services, and personnel cross borders and also ensures that products manufactured 

in one country can be sold and used in another. 

For consumers: Many quality management standards provide safeguards for users of 

products and services, but standardization can also make consumers‘ lives simpler. A product 

or service based on an international standard will be compatible with more products or 

services worldwide, which increases the number of choices available across the globe. 

WHY STANDARDS FROM ASQ? 

https://asq.org/quality-resources/quality-management-system
https://asq.org/quality-resources/iso-9000
https://asq.org/quality-resources/iso-9001
https://asq.org/quality-resources/auditing
https://asq.org/quality-resources/iso-19011
https://asq.org/quality-resources/environmental-management-system
https://asq.org/quality-resources/iso-14000
https://asq.org/quality-resources/iso-14000
https://asq.org/quality-resources/iso-14001
https://asq.org/risk-management/
https://asq.org/quality-press/display-item?item=T868E
https://asq.org/quality-resources/social-responsibility
https://asq.org/quality-resources/iso-26000
https://asq.org/quality-resources/sampling/attributes-variables-sampling
https://asq.org/quality-resources/z14-z19
https://asq.org/quality-resources/sampling/attributes-variables-sampling
https://asq.org/quality-resources/z14-z19
https://asq.org/quality-resources/safety
https://asq.org/quality-press/display-item?item=T811E
https://asq.org/quality-resources/ansi-standards
https://asq.org/quality-resources/recalls


ASQ plays a vital role in the development of international standards. ASQ‘s role is to 

administer the U.S. Technical Advisory Groups (TAGs) that develop the most popular 

standards—ISO 9001, ISO 19011, ISO 26000, and ISO 14001. Additionally, ASQ produces 

books, articles, case studies, webcasts, training, and other supporting materials for individuals 

and organizations looking to improve their use of and compliance to quality standards. 

 

CAPABILITY MATURITY MODELS: 

What is Capability Maturity Model? 

The Software Engineering Institute (SEI) Capability Maturity Model (CMM) specifies an 

increasing series of levels of a software development organization. The higher the level, the 

better the software development process, hence reaching each level is an expensive and time-

consuming process. 

Levels of CMM 

 

 Level One :Initial - The software process is characterized as inconsistent, and 

occasionally even chaotic. Defined processes and standard practices that exist are 

abandoned during a crisis. Success of the organization majorly depends on an 

individual effort, talent, and heroics. The heroes eventually move on to other 

organizations taking their wealth of knowledge or lessons learnt with them. 

 Level Two: Repeatable - This level of Software Development Organization has a 

basic and consistent project management processes to track cost, schedule, and 

functionality. The process is in place to repeat the earlier successes on projects with 

similar applications. Program management is a key characteristic of a level two 

organization. 

https://asq.org/quality-resources/iso-9001
https://asq.org/quality-resources/iso-19011
https://asq.org/quality-resources/iso-26000
https://asq.org/quality-resources/iso-14001


 Level Three: Defined - The software process for both management and engineering 

activities are documented, standardized, and integrated into a standard software 

process for the entire organization and all projects across the organization use an 

approved, tailored version of the organization's standard software process for 

developing,testing and maintaining the application. 

 Level Four: Managed - Management can effectively control the software 

development effort using precise measurements. At this level, organization set a 

quantitative quality goal for both software process and software maintenance. At this 

maturity level, the performance of processes is controlled using statistical and other 

quantitative techniques, and is quantitatively predictable. 

 Level Five: Optimizing - The Key characteristic of this level is focusing on 

continually improving process performance through both incremental and innovative 

technological improvements. At this level, changes to the process are to improve the 

process performance and at the same time maintaining statistical probability to 

achieve the established quantitative process-improvement objectives 

Tqm models: Total Quality Management is a combined effort of both top level management 

as well as employees of an organization to formulate effective strategies and policies to 

deliver high quality products which not only meet but also exceed customer satisfaction. 

Total Quality management enables employees to focus on quality than quantity and strive 

hard to excel in whatever they do. According to total quality management, customer 

feedbacks and expectations are most essential when it comes to formulating and 

implementing new strategies to deliver superior products than competitors and eventually 

yield higher revenues and profits for the organization. 

Credits for the process of total quality management go to many philosophers and their 

teachings. Drucker, Juran, Deming, Ishikawa, Crosby, Feigenbaum and many other 

individuals who have in due course of time studied organizational management have 

contributed effectively to the process of total quality management. 

There are many models of total quality management and it is really not necessary that every 

organization should select and implement the same model. 

Following are the various models of total quality management: 

 Deming Application Prize 

 Malcolm Baldrige Criteria for Performance Excellence 

 European Foundation for Quality Management, and 

 ISO quality management standards 

Customers and their feedbacks are the foundation of every Total Quality Management model. 

In simpler words, Total Quality Management begins with understanding customers, their 

needs and what they expect from the organization. Design foolproof processes and systems to 

collect customer data, information to further study, analyze and act accordingly. Such 

activities not only help you understand your target customers but also predict customer 

behaviour. 



As a business marketer, you need to know the age group of your target customers, their 

preferences and needs. Employees need to know how their products or services can fulfil 

customer needs and demands. 

Total Quality Management model requires meticulous planning and research. Every total 

quality management model integrates customer feedbacks with relevant information and 

plans accordingly to design effective strategies to achieve high quality products. 

Strategies formulated to yield better quality products need to be evaluated and reviewed from 

time to time. Remember, customers are satisfied only when products meet their expectations, 

fulfil their needs and are value for money. Their overall experience with the organization 

needs to be pleasant for them to be happy and return to the organization even the next time. 

Continuous improvements, changes and modifications in the existing processes according to 

customer expectations are necessary to yield higher profits. Processes can‘t be same always. 

If a customer complaints about a particular product of yours, find out the root cause of 

problem. Understand and implement necessary total quality management models to rectify 

the problem, remove the defect for a high quality product. 

The successful implementation of Total quality Management model needs extensive 

planning and most importantly participation of every single member who is benefitted 

out of the organization(Management, suppliers, clients and even customers). Without the 

participation of each and every employee, total quality management model would be a 

complete failure. 

Total Quality Management model begins with research and collecting information about end-

users followed by planning and full participation of employees for successful 

implementation. Top level Management needs to make other team members aware of the 

benefits of total quality management process, importance of quality to survive in the long run 

and how they can implement various TQM models by prioritizing their customers and their 

feedbacks. 

Bootstrap methodlogy : 

The bootstrap method is a resampling technique used to estimate statistics on a population by 

sampling a dataset with replacement. 

It can be used to estimate summary statistics such as the mean or standard deviation. It is 

used in applied machine learning to estimate the skill of machine learning models when 

making predictions on data not included in the training data. 

A desirable property of the results from estimating machine learning model skill is that the 

estimated skill can be presented with confidence intervals, a feature not readily available with 

other methods such as cross-validation. 

In this tutorial, you will discover the bootstrap resampling method for estimating the skill of 

machine learning models on unseen data. 

After completing this tutorial, you will know: 

 The bootstrap method involves iteratively resampling a dataset with replacement. 



 That when using the bootstrap you must choose the size of the sample and the number of 

repeats. 

 The scikit-learn provides a function that you can use to resample a dataset for the bootstrap 

method. 

The bootstrap method is a statistical technique for estimating quantities about a population by 

averaging estimates from multiple small data samples. 

Importantly, samples are constructed by drawing observations from a large data sample one 

at a time and returning them to the data sample after they have been chosen. This allows a 

given observation to be included in a given small sample more than once. This approach to 

sampling is called sampling with replacement. 

The process for building one sample can be summarized as follows: 

1. Choose the size of the sample. 

2. While the size of the sample is less than the chosen size 

1. Randomly select an observation from the dataset 

2. Add it to the sample 

The bootstrap method can be used to estimate a quantity of a population. This is done by 

repeatedly taking small samples, calculating the statistic, and taking the average of the 

calculated statistics. We can summarize this procedure as follows: 

1. Choose a number of bootstrap samples to perform 

2. Choose a sample size 

3. For each bootstrap sample 

1. Draw a sample with replacement with the chosen size 

2. Calculate the statistic on the sample 

4. Calculate the mean of the calculated sample statistics. 

The procedure can also be used to estimate the skill of a machine learning model. 

The bootstrap is a widely applicable and extremely powerful statistical tool that can be used 

to quantify the uncertainty associated with a given estimator or statistical learning method. 

This is done by training the model on the sample and evaluating the skill of the model on 

those samples not included in the sample. These samples not included in a given sample are 

called the out-of-bag samples, or OOB for short. 

This procedure of using the bootstrap method to estimate the skill of the model can be 

summarized as follows: 

1. Choose a number of bootstrap samples to perform 

2. Choose a sample size 

3. For each bootstrap sample 

1. Draw a sample with replacement with the chosen size 

2. Fit a model on the data sample 

3. Estimate the skill of the model on the out-of-bag sample. 

4. Calculate the mean of the sample of model skill estimates. 

The samples not selected are usually referred to as the “out-of-bag” samples. For a given 

iteration of bootstrap resampling, a model is built on the selected samples and is used to 

predict the out-of-bag samples. 



Importantly, any data preparation prior to fitting the model or tuning of the hyperparameter of 

the model must occur within the for-loop on the data sample. This is to avoid data leakage 

where knowledge of the test dataset is used to improve the model. This, in turn, can result in 

an optimistic estimate of the model skill. 

A useful feature of the bootstrap method is that the resulting sample of estimations often 

forms a Gaussian distribution. In additional to summarizing this distribution with a central 

tendency, measures of variance can be given, such as standard deviation and standard error. 

Further, a confidence interval can be calculated and used to bound the presented estimate. 

This is useful when presenting the estimated skill of a machine learning model. 

Configuration of the Bootstrap 

There are two parameters that must be chosen when performing the bootstrap: the size of the 

sample and the number of repetitions of the procedure to perform. 

Sample Size 

In machine learning, it is common to use a sample size that is the same as the original dataset. 

The bootstrap sample is the same size as the original dataset. As a result, some samples will 

be represented multiple times in the bootstrap sample while others will not be selected at all. 

If the dataset is enormous and computational efficiency is an issue, smaller samples can be 

used, such as 50% or 80% of the size of the dataset. 

Repetitions 

The number of repetitions must be large enough to ensure that meaningful statistics, such as 

the mean, standard deviation, and standard error can be calculated on the sample. 

A minimum might be 20 or 30 repetitions. Smaller values can be used will further add 

variance to the statistics calculated on the sample of estimated values. 

Ideally, the sample of estimates would be as large as possible given the time resources, with 

hundreds or thousands of repeats. 

Worked Example 

We can make the bootstrap procedure concrete with a small worked example. We will work 

through one iteration of the procedure. 

Imagine we have a dataset with 6 observations: 

 

1 [0.1, 0.2, 0.3, 0.4, 0.5, 0.6] 

The first step is to choose the size of the sample. Here, we will use 4. 

Next, we must randomly choose the first observation from the dataset. Let‘s choose 0.2. 

 



1 sample = [0.2] 

This observation is returned to the dataset and we repeat this step 3 more times. 

 

1 sample = [0.2, 0.1, 0.2, 0.6] 

We now have our data sample. The example purposefully demonstrates that the same value 

can appear zero, one or more times in the sample. Here the observation 0.2 appears twice. 

An estimate can then be calculated on the drawn sample. 

 

1 statistic = calculation([0.2, 0.1, 0.2, 0.6]) 

Those observations not chosen for the sample may be used as out of sample observations. 

 

1 oob = [0.3, 0.4, 0.5] 

In the case of evaluating a machine learning model, the model is fit on the drawn sample and 

evaluated on the out-of-bag sample. 

 

1 

2 

3 

4 

train = [0.2, 0.1, 0.2, 0.6] 

test = [0.3, 0.4, 0.5] 

model = fit(train) 

statistic = evaluate(model, test) 

That concludes one repeat of the procedure. It can be repeated 30 or more times to give a 

sample of calculated statistics. 

 

1 statistics = [...] 

This sample of statistics can then be summarized by calculating a mean, standard deviation, 

or other summary values to give a final usable estimate of the statistic. 

 

1 estimate = mean([...]) 

Bootstrap API 

We do not have to implement the bootstrap method manually. The scikit-learn library 

provides an implementation that will create a single bootstrap sample of a dataset. 

The resample() scikit-learn function can be used. It takes as arguments the data array, 

whether or not to sample with replacement, the size of the sample, and the seed for the 

pseudorandom number generator used prior to the sampling. 

For example, we can create a bootstrap that creates a sample with replacement with 4 

observations and uses a value of 1 for the pseudorandom number generator. 

http://scikit-learn.org/stable/modules/generated/sklearn.utils.resample.html


 

1 boot = resample(data, replace=True, n_samples=4, random_state=1) 

Unfortunately, the API does not include any mechanism to easily gather the out-of-bag 

observations that could be used as a test set to evaluate a fit model. 

At least in the univariate case we can gather the out-of-bag observations using a simple 

Python list comprehension. 

 

1 

2 

# out of bag observations 

oob = [x for x in data if x not in boot] 

We can tie all of this together with our small dataset used in the worked example of the prior 

section. 

 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

# scikit-learn bootstrap 

from sklearn.utils import resample 

# data sample 

data = [0.1, 0.2, 0.3, 0.4, 0.5, 0.6] 

# prepare bootstrap sample 

boot = resample(data, replace=True, n_samples=4, random_state=1) 

print('Bootstrap Sample: %s' % boot) 

# out of bag observations 

oob = [x for x in data if x not in boot] 

print('OOB Sample: %s' % oob) 

Running the example prints the observations in the bootstrap sample and those observations 

in the out-of-bag sample 

Spice project : 

SPICE curriculum materials blend disciplinary core ideas, science and engineering design 

practices, and crosscutting concepts as called for in the the Next Generation Science 

Standards (NGSS). We incorporate principles of evidence-centered design, knowledge 

integration, and informed engineering design to develop project-based curriculum materials 

that promote the integration of science, engineering, and computational thinking (CT). 

Our development goals include 

 technology-enhanced curriculum materials aligned with NGSS performance expectations (PEs) and integrating earth science, 

engineering, and CT; 

 a computational modeling environment enabling students to model earth systems phenomena and develop, test, and refine engineering 

solutions; 

 NGSS-aligned assessment tasks informing teachers about their students‘ progress and providing empirical evidence of the effectiveness of 

curriculum materials 



 educative supporting resources that help upper elementary teachers successfully implement the curriculum unit with diverse student 

populations 

Broadening STEM Participation 

SPICE promotes the broadening of participation in STEM and computing, especially among underrepresented student populations. To 

achieve this aim, the SPICE team collaborates with schools serving populations of culturally, economically, and linguistically diverse 

students. Our design process incorporates a fair and equitable design framework, helping to ensure that assessments, curriculum materials, 

and technology supports are relevant, fair, and helpful to these diverse student groups. Further, our curriculum materials will be freely 

available to teachers and school districts. 

Six sigma concept for software quality : 

Six Sigma is a highly disciplined process that helps us focus on developing and delivering 

near-perfect products and services. 

Features of Six Sigma 

 Six Sigma's aim is to eliminate waste and inefficiency, thereby increasing customer 

satisfaction by delivering what the customer is expecting. 

 Six Sigma follows a structured methodology, and has defined roles for the 

participants. 

 Six Sigma is a data driven methodology, and requires accurate data collection for the 

processes being analyzed. 

 Six Sigma is about putting results on Financial Statements. 

 Six Sigma is a business-driven, multi-dimensional structured approach for − 

o Improving Processes 

o Lowering Defects 

o Reducing process variability 

o Reducing costs 

o Increasing customer satisfaction 

o Increased profits 

The word Sigma is a statistical term that measures how far a given process deviates from 

perfection. 

The central idea behind Six Sigma: If you can measure how many "defects" you have in a 

process, you can systematically figure out how to eliminate them and get as close to "zero 

defects" as possible and specifically it means a failure rate of 3.4 parts per million or 

99.9997% perfect. 

Key Concepts of Six Sigma 

At its core, Six Sigma revolves around a few key concepts. 

 Critical to Quality − Attributes most important to the customer. 

 Defect − Failing to deliver what the customer wants. 



 Process Capability − What your process can deliver. 

 Variation − What the customer sees and feels. 

 Stable Operations − Ensuring consistent, predictable processes to improve what the 

customer sees and feels. 

 Design for Six Sigma − Designing to meet customer needs and process capability. 

Our Customers Feel the Variance, Not the Mean. So Six Sigma focuses first on reducing 

process variation and then on improving the process capability. 

Myths about Six Sigma 

There are several myths and misunderstandings surrounding Six Sigma. Some of them few 

are given below − 

 Six Sigma is only concerned with reducing defects. 

 Six Sigma is a process for production or engineering. 

 Six Sigma cannot be applied to engineering activities. 

 Six Sigma uses difficult-to-understand statistics. 

 Six Sigma is just training. 

Benefits of Six Sigma 

Six Sigma offers six major benefits that attract companies − 

 Generates sustained success 

 Sets a performance goal for everyone 

 Enhances value to customers 

 Accelerates the rate of improvement 

 Promotes learning and cross-pollination 

 Executes strategic change 

Origin of Six Sigma 

 Six Sigma originated at Motorola in the early 1980s, in response to achieving 10X 

reduction in product-failure levels in 5 years. 

 Engineer Bill Smith invented Six Sigma, but died of a heart attack in the Motorola 

cafeteria in 1993, never knowing the scope of the craze and controversy he had 

touched off. 

 Six Sigma is based on various quality management theories (e.g. Deming's 14 point 

for management, Juran's 10 steps on achieving quality). 

 

 

 



 

 

 

 

 

 

 

 



 
 

 



 

 


